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Implementation of an Efficient Secure Hybrid
Reversible Tampering Detection Method in Medical
Image

Souad Bekkouche, and Abdelaziz Tami

Abstract—Medical image watermarking has gained significant
attention in recent years as a critical tool for data security. Given
that even minor distortions can compromise diagnostic accuracy
and lead to misinterpretation, reversibility is paramount in
medical imagery. This research introduces a sophisticated hybrid
reversible watermarking architecture operating within the
frequency domain. By leveraging the combined strengths
of Discrete  Wavelet Transform (DWT), Discrete  Cosine
Transform (DCT), and Singular Value Decomposition (SVD), the
system achieves an optimal balance between payload capacity,
imperceptibility, and robustness. The proposed method generates
the watermark directly from the host image's own features to
enable self-embedding, ensuring highly accurate blind tamper
detection and integrity verification without requiring the original
image. To address security and authentication concerns, a dual-
watermarking strategy is implemented. A reversible watermark
(W1), generated through the RLSB method, is embedded into the
LL coefficients to preserve diagnostic integrity, while a secondary
biometric logo (W>) is integrated into the HH coefficients to
facilitate authentication and confidentiality. Experimental results
demonstrate high robustness against common signal processing
attacks, while comparative analysis using Al-driven classification
features confirms the superior performance of the proposed
approach over existing methods.

Index Terms—Combined watermark, Multi-layered, Frequency
domain, Security medical data.

I. INTRODUCTION

With today's development of digital networks and the
rapid evolution of digital technology for the transmission and
distribution of different types of data, such as texts, videos,
audios, and images, the need for efficient techniques to
protect the data against illegal recording and distribution
becomes more and more important. Such kinds of data types
can be subject to illegal distribution, duplication, and
modification by intruders and non-authorized customers and
require specific securing mechanisms in order to ensure legal
uses and distribution processes. The watermarking concept
[1] has emerged as one of the methods to protect copyright
and ensure the security of multimedia based on embedding
information (watermark) into the image, video, or audio. This
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watermark must be invisible and robust against any type of

multimedia signal processing.

In the field of health, telemedicine takes a very important
role in medical applications, where the problem is situated in
the transmission of medical data and images via the Internet,
where the appearance of the watermarking is very important
in order to secure medical images shared via networks while
maintaining their integrity and authentication [2]. The
distortion generated after watermarking technology in
medical imaging is undesirable, which can affect the
diagnostic decision of the specialist; for this reason, the
watermarking needs to satisfy the reversibility constraints.
The idea of the reversible watermarking technique proposed
by [3] is characterized by the ability to restore the original
data from the watermarked one using a secret key. In contrast,
the irreversible one cannot restore the original from the
watermarked one [3, 4]. Several techniques have been
proposed in the literature [5, 6], and in medical imaging there
is some existing work of reversible watermarking applied on
medical images [7, 8].

Watermarking can be classified into categories according
to the embedding domain: spatial domain and transform
domain. Insertion in the spatial domain is based on
embedding the watermark directly in the cover image by
modifying the pixel value [1, 9]. On the other hand, the
embedding process in the transform domain is not directly in
the cover image but in the coefficients transform [10] of this
one, which is obtained. The aim of this paper is to present a
new watermarking approach to ensure the three properties of
security based on embedding the watermark W3 generated by
two watermarks (Wi and W,). W; is used to ensure
authentication and integrity when watermark W, is used to
verify the confidentiality properties.

The main contributions of this research work to solving the
problems of the image processing field are as follows:

e Novel Hybrid Frequency-Domain  Approach: The
integration of DWT, DCT, and SVD transforms provides a
multi-layered embedding scheme that significantly
enhances both transparency and robustness compared to
single-transform methods.

o Self-Generated Watermarking for Blind  Tamper
Detection: A key contribution is the generation of
authentication data directly from the image content itself.
This enables blind tamper detection, allowing for integrity
verification without requiring the original host image.
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e Data Security and Reversibility for Medical
Applications: The method ensures a triple security layer
(integrity, authentication, and confidentiality) while
maintaining full reversibility. This is critical in medical
imaging to prevent diagnostic errors caused by irreversible
distortions.

e Al-Driven Performance Evaluation: The use of Artificial
Intelligence (Al) for feature extraction and classification
provides a more rigorous and objective framework for
evaluating integrity and performance medical image
watermarking.

The remainder of the paper is organized as follows: Section
Il discusses related works. Section Il presents the proposed
technique. In section 1V, the experimental results are
presented, the performances of the proposed method are
evaluated and compared to those of existing ones using the
PSNR, the NCC coefficient of correlation between the original
watermark and the extracted watermark, and the elapsed time.
We evaluate the robustness of the proposed watermarking
according to salt & pepper noise, Gaussian noise, and speckle
noise attacks.

Il. LITERATURE REVIEW

The transform domain obtained after the DCT is similar to
the one obtained using discrete Fourier transform (DFT) and
allows an image to be divided into different frequency bands:
high, middle, and low frequency. The techniques based on
DCT have the great advantage of robust compression
operations with a reduced computation time. [11] applied the
DCT on the host image among the low frequencies and modify
the n coefficients of the highest amplitude of the transform;
the original image is required to extract the watermark.

In medical imaging, [12] studied three different
watermarking techniques: DWT, SVD, and DWT-SVD
applied to medical images. The experimental results show that
the DWT and SVD are more suitable for medical applications.
[13] Applied SVD on different sub bands of a Haar wavelet-
transformed medical image. Experimentation is performed
using MRI and CT scan medical images.

In recent study, [14] demonstrates that this specific
combination provides unparalleled protection for biometric
authenticity and patient privacy. Their research demonstrates
that this specific combination leverages DWT for spatial-
frequency localization, while DCT and SVD provide the
structural  stability  necessary to  protect biometric
authenticity against sophisticated geometric attacks, all while
maintaining the high peak signal-to-noise ratio (PSNR) .

Authors in [15] represent a significant advancement in
medical image security through a triple self-embedding fragile
watermarking scheme. This method is specifically designed
for telemedicine to ensure image integrity and enable high-
quality recovery without the original reference. The method in
[15] generate the watermark from the image itself to avoid
needing the original for verification based on the constructing
authentication data directly from host image features allows
for blind tamper detection. This approach is crucial for
telemedicine, as it enables the system to identify unauthorized
modifications (tampering) and even recover original pixels
without requiring the original reference image. The integration

of Artificial  Intelligence  (Al) with  hybrid DWT-DCT-
SVD frameworks has set a new benchmark for securing
medical imagery. In accordance with recent developments in

2024 regarding deep feature extraction, our method
integrates Al-driven analysis with hybrid DWT-
SVD transformations. This synergy ensures that the

authentication process remains robust against sophisticated
manipulations [16].

I11. PROPOSED TECHNIQUE

This section proposes a reversible watermarking technique
that involves embedding two types of watermarks. A
reversible watermark Wy is obtained by RLSB method [17]
inserted into a fingerprint user to obtain a final watermark that
is embedded into the original image to obtain the watermarked
one as shown in Fig. 1.

Host image - >| RLSB method } >| Matrix B ]
ey | T
e ]
Hml HHypy
SVD Transform (HHyyy)
Fingerprint [Uy, 5,,V;°] < SVD(HH,,,)
o
P> Generation as a matrix M
‘ Ty |00
DWT(M) —P
HLy || HH,
H = DCT(LLy)
SVD(H) « [U,,5,T] ~—P Sw=Sitaxs;

SVD(S,,) = Upy X Spp X Vi *

v

Wingz = Uy X Sy X %°

W; = IDWT(LL 3, LH 3, HL 3. T) g—

Watermark Image Wi

Fig.1. Generation of the watermark W3,

T = IDCT(Wipng2)

A. Generation of the Watermarks W; and W,

A reversible watermark W; is used to verify data
authentication and integrity of the image generated by the
RLSB method [17]. The result is a Matrix B. A second
watermark W, used to check the confidentiality with a secret
key and to verify the image's integrity. The watermark W,
(fingerprint user) is a predefined as a matrix M. In order to
generate the watermark Ws, the following algorithm is
performed:

Algorithm 1

Inputs:
B: Matrix defining watermark (from RLSB method)
M: Matrix defining watermark W,
a: Scaling factor.
Output: The final processed watermark to be inserted into the
host image.
1. Apply DWT to matrix B:
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LLy1, LHy1, HLy 1, HHyy < DWT(B)
2. Perform SVD on the high-frequency sub-band HHy, ;to
obtain its singular values:
[Uy, S1,Vi'] « SVD(HHy,)
3. Apply DWT to matrix M defining W2:
LLy;, LHy;, HLy, HHy, < DWT (M)
4. Apply the DCT transform on the sub-band LLw to get:
H « DCT(LLy,)
5. Perform SVD on the H to obtain its singular values:
[Us, S5, V5| < SVD(H)

6. Modify the singular values of W1 by adding the scaled
singular values of M:
Sw<—51+(a><52)

7. Perform SVD on the matrix S,
[UHLI SHL» VHLt] < SVD(Sy)
8. Construct the intermediate matrix:
Wimg2 « Uy X Sy, X V;*
9. Apply Inverse DCT (IDCT) to Wimg2 to obtain matrix T:
T « IDCT (Wimg2)

10. Generate the final watermark W3 by applying Inverse
DWT (IDWT) using the original sub-bands and the modified
matrix T

Wy < IDWT (LL,,3, LH,3, HL,,3,T)

(LLys, HLys3, LHys HHy5) < DWT (Ws)
5. Apply DCT to the high-frequency sub-band HHws:

D1 « DCT(HHy3)
6. Perform SVD on matrix D1:

[Up1,Sp1, Vi t] < SVD(D1)

7. Modify the singular values by adding the scaled host SVs to
the watermark SVs:

IM < Sy, + (a X Sp)
8. Perform SVD on the modified matrix IM:
[Uints Sim Vingt] < SVD(IM)
9. Compute the watermarked transform matrix using the
singular values from the previous step:

¢
A1 < Upy X Spy X Vpyq

10. Apply Inverse DCT (IDCT) to Aw:
IM,, < IDCT (Ay1)

11. Generate the final Watermarked Image by applying
Inverse DWT to get Aw.

B. Watermark Embedding Process

The watermark embedding process is performed detailed in
the following algorithm. Fig. 3 gives a schematic
representation of the enumerated steps. We present the process
of embedding and extraction of the proposed  approach with
a complete diagram illustrated in Figs. 2 and 3.

Algorithm 2

Inputs:
A: Matrix defining original image.
Ws: watermark.
«: Scaling factor.

Output: Aw.

1. Apply DWT to Host Image A:
(LLa, HL,, LH,, HH,) < DWT(A)
2. Apply DCT to the high-frequency sub-band HHa:
D « DCT(HH,)
3. Perform SVD on matrix to extract singular values:
[Up, Sp, V'] < SVD(D)
4. Apply DWT to Watermark W3:

[U5.55,Vp"] < SVD(D) DWT <—| Hostimage A

? v

D « DCT(HH,) & (LLyHL, LH,HH,) « DWT(A)

[ a

| D“"r_:4—: Watemaik v, |

Embedding process
IM =5, +ax$,

________________________

[Uspgs Syas V] = SVD(IM) —® Ay & Upy X Spy X Vs —P= IM,, = IDCT (A1)

v

IDWT(LL,, LH, HL  1y,)

v

Watermarked image A..

Fig. 2. Embedding process.

C. Watermark Extraction Process

The watermark extraction process is performed according to
the algorithms detailed in the following, based on two
extraction phases: extraction of W3 and extraction of Wi. Fig.4
gives a schematic representation of the enumerated parts:

Part 1: Extraction of Watermark Ws*

Algorithm 3

Inputs:
A,,": Watermarked image (possibly attacked)
aa: Scaling factors used during embedding
Up1,Vp1,Sp: Original SVD matrices from the embedding
phase



22 JOURNAL OF COMMUNICATIONS SOFTWARE AND SYSTEMS, VOL. 23, NO. 1, MARCH 2027

Ui, V1Y, Sq: Original SVD matrices from the W .

LLws, HLws, Hws: Original DWT coefficients of Ws.
Output:

W3": Extracted primary watermark

W1 Extracted secondary watermark

1. Apply DWT to the watermarked image Aw":
(LLaw", HLaw ", LHaw ", HHay ") < DWT (Aw")
2. Apply DCT to the high-frequency sub-band:

E « DCT(HH,y")
3. Perform SVD on matrix E:

[Ug", g™, Vg'] « SVD(E)
4. Calculate matrix F3 using original Upiand Vp1":
F3 « (Upy X Sg* X V")
5. Isolate the corrupted singular values (S-):
Sy « (F5 = Sp)/a

6. Inverse DCT: Apply IDCT to the extracted singular values:

W, < IDCT(S,)
7. Apply IDWT using original coefficients and Wc:
W3* « IDWT(LL,,3, HL,,5, LH,,5, W_)

Watermarked image Ay

v

DWT

v

(LLgyw" HL " LH " HH ") & DWT(A")

v

Fy « (Upy X 55" % V) || [Ug".5g".Ve'] « SVD(E) (e~ E < DCT(HHy,")

1. Decompose W5 " using Discrete Wavelet Transform (DWT):
LLys", HLy 3", LHy 3", HLy,3™ « DWT(W5™)

2. Apply Singular Value Decomposition (SVD) on the HH,;,3*
sub-band.

Uws", Sws" Vws™ < SVD(HHy3")
3. Compute the corrupted singular matrix Sr1:
Sr1 < (51— Sw3)/a

4. Reconstruct the matrix F» using original Us, #i‘and
extracted S

Fy, « Uy XS xV,*

5. Obtain the extracted watermark W1* by applying Inverse
DWT (IDWT):

W,* « IDWT(LLyq, HLy1, LHy1, Fy).

Extracted Watermark W;*

DII(ws)

LLys* II HLys* I I LHys® I I HHys* I

[Gor 5wy = V07 |

Spy e (51— Syz' e

| LLyy l | Hly | | LHyp | IFZ.—les,lefl

W,* « IDWT (LLyy HLyy, LHy Fy)

v

5, (B — Sp)fa [l W, « IDCT(5,) [ W™  IDWT (L, 3, HL 5 LH, 5, W,)

Fig. 3. Extraction process of W5

Part 2: Extraction of Watermark W,*

Algorithm 4

Inputs:
W5": Possibly attacked watermark image.
Uy, S1,V;: Original SVD components (pre-stored)
LLy,LHy,1HLy: Original DWT approximation
coefficients
a: Scaling factor
LLy3", HLy3", LHy 5", HHy,3": DWT sub-bands.
Uws™, Sws™ Viws ™ SVD matrices of HH*w3
Sy1, F,: Intermediate matrices.

Outputs: W, *: Extracted watermark

Fig. 4. Watermark W, extraction process.
IV. RESULTS AND DISCUSSIONS

To evaluate the proposed method, we use three medical
images, IRM_31, IRM_32, and IRM_33 of 256x256 grayscale
(as shown in Fig .5). The original watermark image W1 is
sized 1x206, and the original watermark image W is sized
106x143, the original fingerprint and the extracted one are
shown in Fig. 6.a and Fig. 6.b.

@ (b) ©
Fig. 5. Original test image: IRM_1, (b) IRM_2, (c) IRM_3.
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@ (b)

Fig. 6. Original watermark: (a) original biometric watermark W, (b) obtained
biometric watermark.

TABLE I
COMPARISON BETWEEN PROPOSED METHOD AND THE APPROACH [20]
Methods Proposed method Apggf ch
Type of applied
DWT, SVD,
transfqrm of DCT, hash function DWT, SVD
cover image
Type of applied .
transform of DWT, SVD ChagthcDmap,
watermark
Use of two types of watermarks
Type of Reversible watermark W, and Wat\e,\r/mark
watermark Watermark W, (user fingerprint) . 2
to obtain W (fingerprint)
Size of Size of W;=1x206
watermark Size of W,=124x137 124 x137
Sub-bands HHC+DCT
Embedding (LLCHHHW,) & (HHC+HH W) (Watermark)
. . o Integrity,
Securle Integrity, confl_den.tlallty and confidentialit
properties authentication y

TABLE 11

COMPARISON BETWEEN PROPOSED METHOD AND THE APPROACH [20] FOR
IRM_31, IRM_32 AND IRM_33 IN TERM OF PSNR, SSIM AND ELAPSED

TIME.
IRM_31
PSNR Elapsed time SSIM
Proposed 0.999143740
technique 55.69618403 13.4316861 ;
Approach [20] | 2250434730 12.0432772 0-252‘197289
IRM_32
Proposed 0.999046680
technique 54.955426 13.2444849 :
Approach [20] 23.0274 11700075 | 0273008168
IRM_33
Proposed 0.999111320
technique 55.220450 14.8980955 5
Approach [20] 22,0799 12.1212777 | 0396076059

To estimate the similarity between the original watermark
and the extracted watermark using NC (‘Normalized cross
correlation’) which is the quality of the extracted watermark
between the watermark image and the extracted watermark

image and also was used to measure the similarity between the
original watermarks W and the extracted watermarks W', the
bigger the values of the correlation coefficient [18], indicate
the robustness of the watermark that is defined as below:

L TIWG W) "

> SWG D)’

The watermark imperceptibility and the performance of
methods are simulated via the Peak Signal to Noise Ratio
(PSNR) and MSE [19] between the original image and the
watermarked image, which are defined as below:

2 2
PSNR =10.log,, 2-1&X" _ 255 @
MSE  MSE
MSEzM—ll\IZZ(I(i,j)—lw(i,j))z )
[N

where | (i, j) is the pixel values at the position (i, j) of the
original image and Iy (i, j) is the pixel values at the position (i,
j) of the watermarked or image, where M and N are the height
and width of the image. ly is the Original Image and Iy is the
Watermarked Image and X is the peak signal value of the
original image. Images having high PSNR value are
preferable. For a good image the SNR value must be high.
Table | shows the comparison between proposed technique
and Method [20] in term of security type.

To evaluate the performance of our method in terms of
imperceptibility and robustness, the experimental results are
separated into two parts: the first is allowed to test the
imperceptibility property, while the second is allowed to
analyze the robustness against some types of standard and
interesting attacks.

A. Imperceptibility Property

To evaluate the quality of our method, we estimate the
PSNR between host images and watermarked ones. The PSNR
difference between the original and watermarked images is
displayed in Table Il and Table 111, along with a comparison to
the approach [20]. Second, SSIM compares brightness,
contrast, and structure to determine how similar two images
are based on the visual properties of the human eye. The
values range from 0 to 1, with 1 denoting that the two photos
are identical. Equation (4) is used to express SSIM [21].

_ Quaptaw+C1)(204aw+C2)
SSIM = (M2 g +paw?+C1)+(02 g+02 aw+C2) “)
For each of the test grayscale medical images IRM_31,
IRM_32, and IRM_33, Table Il and Table Ill display the
PSNR that was achieved between the cover image and the
watermarked image. The findings show that, in terms of
PSNR, the watermarked image is imperceptible. The obtained
watermarked image, which is identical to the cover image, is
displayed in Fig. 7, and Fig. 8. It is evident that it is
challenging to discern between the original and watermarked
images. Thus, the imperceptibility or invisibility is confirmed.
In security and biometrics, FAR and FRR are the two key
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metrics used to measure the accuracy and performance of an
authentication system. Equations (5) and (6) are used to PSNR Comparison (dB)
express FAR and FRR [24].

60

number of falseAcceptance
FAR = , (5) _®
Total number of impostors g
E] 8 Proposed technique
Number of False rejections 340 W~ Approach [20]
FRR = (6) 2
Total number ogf Genuine Atempts ] 0
______________ B
TABLE I P L
COMPARISON RESULTS OF PROPOSED METHOD FOR DIFFERENT VALUE OF a
IRM_31 IRM_32 IRM_33
a a=0.02 a=0.002 a= 0.0002 Test Datasets

PSNR 51.247089933110 55.2204506584014 | 55.29603557250

) Fig. 10. Comparison between proposed method and the approach [20] for
Table 11l shows the PSNR obtained between the cover IRM_31, IRM_32 and IRM_33 in term PSNR.

image and the watermarked image for all test grayscale TABLE IV

|magesz medlc_al images IRM_31, IRM_32, a”f’ IRM_—33’ COMPARISON RESULTS OF PROPOSED METHOD FOR IRM_31, IRM_32 AND
respectively. Figs. 9 and 10 show the results which indicate IRM_33 IN TERM OF NC

that the imperceptibility of the watermarked image is good in
terms of PSNR and SSIM. Figs. 7 and 8 show the obtained

Proposed method

. L . Watermarked Ncy(reversible
watermarked image, which is indistinguishable from the cover image Type of attack Wl;termark) Nes(Ws)
image, and we can see that it is difficult to differentiate Salt & Pepper
between the original images and their watermarked images. So noise 0.9998620811498  0.978735265384
the invisibility or imperceptibility is verified. Gaussian 0.9996536586258  0.904637978206
IRM 31 Speckle 0.9998620811498 [0.966912142372

Rotation(90°) | 0.0999512213177 _0.989741971703
Rotation (120°) | 0.9998620811498 0959126795555
Rotation(180°) | 0.9999512213177 _0.989741971703
Salt & PEPPET | 0.9999116156035 0.980804916398

Gaussian | 0.9996578101726 _0.904398628631
IRM_32 Speckle | 0.0998637519698 _0.975795072465

Rotation(90°) | 0.9999518120192 _0.991186935021
Rotation (120°) | 0.9999116156035 _[0.977550122975
Rotation(180°) | 0.9999518120192 |0.99118693502

.

Fig. 7. Watermarked medical images that are shown in Fig. 5. of proposed

technique.

AR

, : Salt & PEDRer | (9999520379545 0.982453042242
‘ ‘ ‘ Gaussian 0.9996593984446  0.905762249255
IRM_33 Speckle 0.9998643913408  [0.974750342230
) o o Rotation(90°) | 0.9999520379545  0.993012779880
Fig. 8. Watermarked medical images that are shown in Fig. 5. of the approach Rotation (120°) | 0.9999520379545  0.981910521088
[20]. Rotation(180°) | 0.9999520379545 _ 0.993012779880

2 TABLEV

PERFORMANCE COMPARISON METRICS (STANDARD DEVIATION, MEAN AND
b - " PSNR) FOR DIFFERENT TEST IMAGES BETWEEN THE PROPOSED METHOD AND
APPROACH [20]

08

Proposed method
= Standard
7 06 Test Image PSNR Deviation (o) Mean (1)
o Image 31 56.75 0.3708 0.0029
.’_/_*// Image_32 55.9349 0.4072 0.0003
Image 33 55.91 0.4081 0.0043
o2 Lena image 37.38 3.4496 0.0035
—4— Approach [20]
8- Proposed technique Approach [20]
00 "M 32 "33 Image 31 24.67 14.8842 0.5952
Image 32 25.57 13.4195 0.6614
Fig. 9. Comparison between proposed method and the approach [20] for Image_33 23.31 17.3831 1.1040
IRM_31, IRM_32 and IRM_33 in term SSIM. Lena image 17.6177 33.4930 1.9097
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TABLE VI
EVALUATION METRICS (BER, ELAPSED TIME AND PSNR FOR DIFFERENT
TEST IMAGES BETWEEN THE PROPOSED METHOD AND APPROACH [20]

Proposed method

Test image BER Elapsed time PSNR

Image 31 0.0279 11.8093 56.7469
Image 32 0.0279 10.9825 55.9146
Image 33 0.0338 11.1853 55.9349
Lena image 0.2178 12.9325 37.3755

Approach [20]

Image 31 0.1304 17.6749 24.6694
Image 32 0.1293 18.9385 25.5656
Image 33 0.2473 17.3785 23.3109
Lena image 0.3225 17.8777 17.6177

Bit Ervor Rate (BER)

all i b

,,,,,,

mmmmmmmmmmmm PSNR (B)

Fig. 11. Graphical analysis of BER, Elapsed_time, and PSNR for different
test images between proposed method and Approach [20].

PSIR (aB) Mean (4]

lllL*JJJJ ||J|

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Fig.12. Comparison between proposed method and the approach [20] for
IRM_31, IRM_32 and IRM_33 in term PSNR, Standard Deviation and Mean.

The Proposed Method demonstrates exceptionally high
PSNR values across the first three images, ranging from 55.91
dB to 56.75 dB, and 37.38 dB for the Lena image, the
approach [20] exhibits significantly lower PSNR values,
ranging between 17.61 dB and 25.57 dB. The approach
[20] shows much lower PSNR values (ranging from 17.61
dB to 25.57 dB, indicating lower quality and more noise. On
conclude that the proposed method significantly outperforms
Approach [20] in terms of imperceptibility, preserving the
original quality of the medical images much better. In term of
standard Deviation (o) indicate that the Lower standard
deviation values indicate more uniform error distribution and
stability.

The proposed method maintains very low variation and
tight statistical control compared to approach [20], proving its
consistency and stability. Keeps the standard deviation very
low, ranging from 0.3708 to 0.4081 for the medical images,
and 3.4496 for the Lena image the approach [20] shows much
higher distortion variability, with values stretching
from 13.4195 up to 33.493.

A mean value closer to zero indicates that the watermarked
image is nearly identical to the original. The Proposed Method
achieves near-zero mean values across all tests, with the
lowest being 0.0003 (Image_32) and the highest being
only 0.0043 (Image_33).The Method [20] has substantially
higher mean error rates, ranging from 0.5952 to 1.9097.This

confirms that the proposed method introduces negligible
average pixel distortion compared to Method. The proposed
method introduces almost no average distortion compared to
the existing approach.

The table VI presents the evaluation Metrics (BER, Elapsed
Time, and PSNR) this table evaluates error rates, execution
speed, and reconstruction quality. The table VI evaluates the
performance of a proposed method against an existing
approach from the literature approach [20].The comparison is
based on three standard evaluation metrics: Bit Error Rate
(BER), Elapsed time (in seconds), and PSNR.

The results obtained after performing the test across four
distinct test images: image_31, image_32, image_33 and Lena.
The proposed method consistently achieves a significantly
lower BER across all images compared to Approach. For
instance, on image_31 the proposed method reduces the BER
to 0.0279 compared to 0.1304 for the existing approach. In
term of Elapsed_time, the lower elapsed_time signifies faster
processing executes much faster. For instance, it processes
Image_1 in11.80 seconds compared to 17.67 seconds for
Method [20].The proposed method is significantly faster,
processing each image is Approximately 10.9 to 18.9 seconds.
On average, the proposed method reduces computational time
by roughly 30% to 40%.

B. Robustness Property and Security Analysis & Active Attack
Models

Active attacks: Direct system manipulation to alter data,
disrupt operations, or gain unauthorized control. Unlike
passive attacks that only eavesdrop, active attacks compromise
the integrity or availability of a system and often result in
immediate, observable damage [22, 23]. Unlike passive
attacks that only try to read or detect a watermark, active
attacks directly alter the media file (image, video, audio, or
text) to defeat the ownership tracking mechanism.

Active attacks models |

v
v v v

Removal attack Forgery attack Replacement
attacks

Fig. 13. Active security attacks types.

The noise image means the pixel image whose intensity is
very different from those of neighboring pixels. The addition
of an additive or multiplicative noise has largely been
addressed in the communications and signal processing theory.
With the addition of salt and pepper, Gaussian, and speckle
noise, the performance of the watermarking scheme is
analyzed. Table 1V shows the normalized correlation values
NC; between the original reversible watermark w; and the
extracted watermark Wi.* from the watermark W and Nc
between the original Ws and the extracted Ws* after applying
different attacks on the medical watermarked images and
presents their comparison results with NC, between the
original W> and the extracted W~ using the approach [20].
The extracted watermark after different attacks is shown in the
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following Fig. 15. From Table IV, we can conclude that our
method is robust against some kinds of attacks that are applied
to the medical watermarked images IRM_31, IRM_32, and
IRM_33.

A very important property is that it must ensure a
watermarking algorithm is robust against attacks. So to
evaluate the robustness of our watermarking method, several
types of attacks were implanted. The attack methodology on

the watermarked image is based on the idea that an attacker
does not have any access to the original image or the
watermarked image. The attacks are, therefore, done on the
watermarked image using only the watermarked image as
input. The effect of these attacks on the watermarked images

Extracted watermark after
after Rotation attack | after Rotation attack Rotation attack (90°)

(180°) (120°) Nc1=0.999982609339195
Nc1=0.9999826093391 | Nc1=0.9998422053766 | Nc2=0.992540174206846

Nc2=0.9925401742068 | Nc2=0.9925202922862

Extracted watermark Extracted watermark

is shown in the following Fig. 14.

Extracted watermark Extracted watermark after

Extracted watermark

@ ) ©
== | &
) ) 0)

after Gaussian attack after Salt & Pepper Speckle attack
- attack Ncl=
NC1:O'9891868012021 Nc1=1 0.999866508403584
NC2=0.9875773698538 | Nc2=0.9925424034195 | Nco=
0.992435938047823

Fig. 14. The watermarked image introduced to various attacks: (a) salt &
Pepper (with quality factor 60%) of the watermarked image, (b) Watermarked
image attacked by after Gaussian noise, (c) Watermarked image attacked by
Speckle noise, (d) Watermarked image attacked by Rotation attack (90°), (e)
Watermarked image attacked by Rotation (120°), f) Watermarked image
attacked by Rotation (180°).

Fig. 15. Extracted watermark after different attacks from watermarked image.

TABLE VII
ROBUSTNESS EVALUATION OF THE PROPOSED METHOD AND APPROACH [20]
AGAINST VARIOUS SECURITY ATTACKS FOR MEDICAL IMAGE

Proposed method
TABLE VII . PSNR (attacked
ROBUSTNESS EVALUATION OF THE PROPOSED METHOD AND APPROACH [20] IRM image SSIM NCC image)
AGAINST VARIOUS SECURITY ATTACKS FOR MEDICAL IMAGE Man-in-the-Middle 0.9402 0.9740 30.96
P T method (MitM) attack ' ' )
roposed metho SSNR (aftacied Forgery attack 0.9500 0.7081 15.98
IRM image SSIM NCC imgtgc € Replacement attack | 0.9504 0.7059 15.96
Man-inthe-Midd g Speckle attack 0.9393 0.9945 37.5809
(I\/?i t,'\'/l)'att‘zck' ¢ | 09402 | 0.9740 30.96 Imresize attack 09881 | 0.9881 39.1573
Forgery attack 0.9500 0.7081 15.98 Salt and pepper 0.9913 0.88040.9913 | 39.2583
gery : : : Gaussian attack 01517 | 0.8174 21.64451
Replacement attack | 0.9504 0.7059 15.96 Combression ioe
Speckle attack 0.9393 | 0.9945 37.5809 attacllz P89 | 00153 | 0.9897 34.8312
Imresize attack 0.9881 0.9881 39.1573 -
Salt and pepper 0.9913 | 0.88040.9913 | 39.2583 Cropping attack 0.9953 A rog(;ig[BZSO] 42.9726
Gaussian attack 0.1517 | 0.8174 21.64451 bp PSR (e
actgzlrzressmnjpeg 0.9153 0.9897 34.8312 IRM image SSIM NCC image)
Cropping attack 0.9953 | 0.9985 42.9726 ?",Vf‘irt‘,'\;lr;'gt‘gc'\lﬂ'dd'e 08804 | 0.9373 26.56
Approach [20] S NREETIS Forgery attack 0.8303 | 0.6949 15.44
IRM image SSIM NCC ima e)(attac € Replacement attack | 0.808 0.6928 15.42
Man-in-the-Midd g Speckle attack 0.8250 0.9093 36.9781
(Nfi':,'\;lr;'att‘:ck' ¢ | 08804 | 09373 26.56 Imresize attack 09768 | 0.9906 24.8554
Forgery attack 0.8303 | 0.6949 15.44 Z"’:Ltl;rl‘gnp:ggi 08540 | 0.9098 g?égg
Replacement attack | 0.808 0.6928 15.42 Combression ine -
Speckle attack 0.8250 | 0.9093 36.9781 attacE IPe9 | 08497 | 0.9092 30.1111
Imresize attack 0.9768 0.9906 24.8554 -
Salt and pepper 0.8540 0.9098 391075 Cropping attack 0.9354 0.9728 28.2484
Gaussian attack 21.6521
Compression jpeg
attack 0.8497 0.9092 30.1111
Cropping attack 0.9354 0.9728 28.2484
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the proposed method against approach [20] under three types
of security attacks: Forgery, Replacement, and Man-in-the-
Middle (MitM). The evaluation is conducted across four test
images (image 31, image_32, image 33 and Lena image),
using PSNR as the evaluation metric to measure how the
image quality is preserved after an attack.

TABLEIX

PSNR (dB)

Waleur NCC

COMPARISON OF NCC AND PSNR METRICS FOR THE PROPOSED METHOD

WITH FACTORS a1 AND a2

14 : j : 07 : : :
1 15 2 25 3 1 1.5 2 25 3

Attack intensity Attack intensity

Fig. 16. Performance and stability analysis of PSNR et NCC under varying
attack intensities for Image IRM.

(a) Remplacement attack

(b)Mitm attack, (c) forgery attack

Fig. 17. Impact of replacement, MitM, and Forgery attacks on the medical
image.

TABLE VIII
ROBUSTNESS EVALUATION OF THE PROPOSED METHOD AND APPROACH [20]
AGAINST VARIOUS SECURITY ATTACKS (FORGERY, REPLACEMENT AND
MITM) FOR MEDICAL IMAGE AND LENA IMAGE

Proposed method

Factor a al =0.5 al =0.5
a2=0.002 «2=0.008
PSNR 56.7469 55.8389
NCC (compression Jpeg) 0.9153 0.9152
Spekle 0.9402 0.9394
Gaussian 0.1511 0.1522
Imresize 0.988 0.9881
Cropping 0.9952 0.9952
Salt& Pepper 0.9874 0.9895
Forgery 0.9500 0.9497
Replacement 0.9504 0.9501
MitM 0.9537 0.9377

For IRM medical images, the proposed method shows
comprehensive superiority. Medical images demand strict data
integrity to avoid diagnostic errors. The proposed method
successfully ensures that even under severe geometric
modification, heavy noise, or malicious security interception,
the essential structural components (SSIM) and image fidelity
(PSNR) remain highly preserved compared to the existing
Method.

Table X presents performance metrics and robustness
evaluation results for a proposed method under different
configurations of a factor (a), keeping al = 0.5 while
varying a2 between 0.002 and 0.008. It evaluates the method
using PSNR and various attacks.

PSNR_ Man-in-the-

Test Image PENR PSNR_replacement Middle (MitV)

_Forgery attack
Image 31 15.98 15.9608 31.0147
Image 32 15.94 15.9091 30.8317
Image_33 15.9622 15.9355 31.0106
Lena image 17.55 17.89 28.32

Method [20]

Image_31 15.4414 15.4196 25.9853
Image_32 15.51 15.4735 26.9879
Image_33 15.2328 15.2102 15.4735
Lena image 14.64 14.8066 20.8022

The table VII evaluates the performance and robustness
compares the performance of two images processing
watermarking schemes under various types of attacks using
different images (IRM image). It uses the three benchmark
metrics: SSIM, NCC, and PSNR (attacked image) to compare
the proposed method against approach [20].

The proposed method demonstrates excellent resistance to
most structural alterations maintaining SSIM et NCC values
very close to 1.0 (mostly above 0.94). To evaluate the impact
of the embedding factor o, we analyze the trade-off between
host image quality, Normalized Cross-Correlation (NCC)
under attacks, and resistance limits.

The table VIII presents a robustness evaluation comparing

TABLE X
ERROR RATES (FAR AND FRR) OF THE PROPOSED METHOD AND APPROACH
[20]
Proposed method
Thresholds p FAR (Fausse acceptations) FRR (Faux rejects)
0.100 0% 100%
0.20 25% 0%
0.30 0% 0%
0.40 0% 0%
0.50 0% 0%
0.60 0% 0%
0.70 0% 0%
0.80 0% 0%
Approach [20]
0.10 100% 0%
0.20 25% 0%
0.30 0% 0%
0.40 0% 0%
0.50 0% 0%
0.60 0% 25%
0.70 0% 25%
0.80 0% 50%
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Proposed Method Approach[20]
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Fig. 18. Graphical comparison of False Acceptance Rate (FAR) and False
Rejection Rate (FRR) performance.

Table X presents performance comparison results based on
specific thresholds.

The proposed method significantly outperforms approach
[20] by offering a much wider and more stable operational
window. Between the thresholds of 0.30 and 0.80, the
proposed method achieves an ideal performance state with 0%
FAR and 0% FRR simultaneously, whereas approach [20]
suffers from high false rejection rates in the upper threshold
range.

V. CONCLUSION

In this paper we present a new reversible and robust
watermarking method to verify and ensure the security
properties of authentication, confidentiality, and integrity,
based on embedding the watermark Ws; obtained after
combining two types of watermarks: the reversible watermark
(to verify authentication and integrity) and watermark W,
(logo or fingerprint user) to verify the confidentiality aspect.
This new watermarking image is based on embedding the
watermark in the transform domain DWT, DCT, and SVD.

The analysis of the experimental results shows that this
method maintains a high quality of watermarked images and
robustness against various types of attacks, such as rotation
attacks with different angles, salt & pepper noise, Gaussian
noise, and speckle noise, and proves that the application of our
proposed method is valid for medical images (IRM_31,
IRM_32, IRM_33).

Our method gives good results compared to the method
[20]; the reason refers to the type of used transform. In the
future, we will try to compare our method with other methods
that have been applied to grayscale images using only medical
images and especially color medical images based on
embedding the color watermark with the other transform and
testing the robustness property against other attacks.
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