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A High-Performance Deep Learning Model for
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Abstract—DDoS attacks continue to pose a severe problem in
today’s computer security due to their ability to significantly
impact the network’s functionality and deplete computing and
communication resources. This paper proposes a deep learning-
based approach for reliable DDoS attack detection and classifica-
tion into distinct classes. The suggested framework goes beyond
the state-of-the-art binary classification approach by incorporat-
ing the multi-class classification at various levels that help to
distinguish particular DDoS attack categories. Three different
deep learning models are examined. In the first model, the
Multi-Layer Perceptron (MLP) is utilized to extract informative
patterns from the flow-based network features. In the second
model, the combination of one-dimensional convolutional layers
with the Deep Neural Network (CNN1D-DNN) is employed to
analyze local patterns and perform traffic classification. Finally,
in the third model, the RNN-LSTM architecture is used to
analyze the temporal dependencies of the traffic data. Exper-
iments are performed on the CIC-DDoS-2019 dataset, which
includes benign traffic and several types of DDoS attacks. The
feature selection and balancing techniques are applied in order
to minimize the impact of the redundant information and class
imbalance problem. Evaluation results under the binary, 7-class,
and 13-class detection scenarios show the high detection accuracy
that exceeds 99% in all of the tested configurations with the low
number of false positives. Comparison with the recently devel-
oped DDoS detection techniques confirms the efficiency of the
proposed approach for the precise network attack classification.

Index Terms—Distributed Denial of Service (DDoS), Intrusion
Detection System (IDS), Deep Learning, Multi-Class Classifica-
tion, CIC-DDoS-2019 Dataset.

I. INTRODUCTION

Distributed Denial of Service (DDoS) attacks [1] continue
to be one of the greatest threats to the availability, reliability,
and stability of contemporary networked infrastructures. In
contrast to common intrusion attempts that primarily target
access to systems or theft of information, DDoS attacks aim
at flooding the attacked system or network with excess traffic
and, thus, causing denial of service to the intended legitimate
users. With the advent of Internet of Things ecosystems and
the development of sophisticated strategies of attacking, DDoS
attacks became larger in volume, more complicated, and more
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difficult to detect, thus making intrusion detection systems
useless for protection against them.

Recent developments in the field of machine learning and
deep learning [2], [3] have offered new opportunities to
develop advanced IDS for detecting intricate patterns in the
traffic of large amounts of networks. However, many existing
techniques still work only on a binary classification and are
able to distinguish only between normal and malicious traffic
without classifying the specific types of attacks. Classification
of different types of DDoS attacks [4] is crucial for the
development of fast responding strategies and further forensic
investigation of the attacks.

In order to tackle the above mentioned limitations, the fol-
lowing work proposes an advanced framework of multi-class
DDoS attack detection based on deep learning algorithms. The
research will focus on the analysis of three structured models,
namely, a Multi-Layer Perceptron (MLP), a hybrid CNN1D-
DNN approach, and an RNN-LSTM model. In this regard, all
three aforementioned methods are examined via applying them
to the CIC-DDoS-2019 dataset that consists of realistic and
diverse traffic patterns involving twelve kinds of DDoS attacks
and normal network connections. Thus, it can be considered
as a modern and reliable benchmark for assessing the efficacy
of various deep learning methods in detecting DDoS attacks.

The main contributions of the research can be highlighted
as follows:

o We introduce the design and reasoning behind three deep
learning models for DDoS detection and analyze their
comparative performance under different classification
types, namely, binary, 7-class, and 13-class.

o We apply advanced methods of pre-processing and fea-
ture selection, such as SMOTE balancing to deal with
class imbalance problem.

o We prove that the suggested MLP model, backed up by
per-class precision metrics and AUC-ROC plots is more
accurate than the models from recent related literature.

e We compare the method with the state-of-the-art ap-
proaches and show its high efficiency and applicability
in practice.

The remainder of this paper is organized as follows. Section
IT provides a review of the related work and a discussion on
the existing methodologies concerning this study. Section III
gives the description of the dataset, presents the process of
feature engineering, and describes the proposed architectures
of models. Section IV provides the experimental setup, anal-
ysis of the achieved results, and their comparison with the
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existing methods. Finally, Section V concludes the paper by
summing up the main achievements and providing ideas for
future work.

II. RELATED WORKS

Detection of DoS and DDoS attacks is one of the major
issues for further study because modern networks are becom-
ing more complex. However, along with that, attackers also
develop more complicated methods, which make it harder
to detect whether some traffic is legitimate or not. In order
to solve the problem, different anomaly-based Intrusion De-
tection Systems were designed to increase the efficiency of
attack detection and decrease the number of false positives.
Such systems usually use different Machine Learning (ML)
and Deep Learning (DL) methods.

Altulaihan et al. [5] developed an anomaly-based IDS
designed to detect DoS attacks in the IoT environment using
lightweight machine learning algorithms. Specifically, they
utilized classifiers like Decision Trees and Random Forests
for classifying the flow of traffic into benign and malicious
ones. The study emphasized the need for lightweight detection
solutions due to the limitations of IoT devices while ensuring
good detection accuracy. While their experiments resulted in
promising outcomes on benchmark IoT datasets, the analysis
of this study was mainly performed in single-class DoS
attacks. The study did not explore the issue of distributed
attacks and distinguishing between different attack classes;
therefore, it cannot be efficiently applied to DDoS volumetric
attacks on IoT ecosystem.

A deep learning method was proposed by Mansoor et al.
[6] to detect DDoS attacks aimed at the Software-Defined
Networking (SDN) controllers. This technique relies on deep
learning to classify the traffic in the network as either a
legitimate one or malicious one to detect the DDoS attack.
Nevertheless, the technique has limited generalizability to
other attacks beyond DDoS attack due to its narrow scope
that is restricted by experimental setting conditions.

Ahmadzadeh et al. [7] examined a deep convolutional neural
network for detecting false data injection attacks. Although the
study was in the smart energy context and not in the area of
network intrusion detection, Ahmadzadeh et al. proved that
time series signals can be transformed into time-frequency
representations for use in DCNN-based feature extraction.
From the results of the study, DCNN models can detect very
subtle manipulations by adversaries that would be impossible
to detect with rule-based monitoring systems. Though the
study did not concentrate on DDoS detection specifically, it
showed how powerful deep learning methods could be at
identifying complex patterns of malicious activities in cyber-
physical systems.

Ahmim et al. [8] proposed a hybrid deep learning archi-
tecture that was intended to detect DDoS attacks in IoT. The
hybrid architecture of Ahmim et al. involved the use of CNN
layers to capture local information and the use of LSTM layers
to capture the relationship between the packets of the traffic
over time. The hybrid architecture of Ahmim et al. was more
efficient than single-layer-based architectures, indicating the

JOURNAL OF COMMUNICATIONS SOFTWARE AND SYSTEMS, VOL. 22, NO. 4, DECEMBER 2026

potentiality of such architecture in IoT where the attack traffic
is time-sensitive and not easily noticeable. Nevertheless, they
only addressed the issue of binary classification of traffic.

Berrios et al. [9] presented an approach to detect and
mitigate DDoS attacks using the machine learning-based
framework for analyzing network traffic characteristics. The
model incorporates both detection and mitigation techniques to
minimize service disruptions, which are highly effective in var-
ious cases of DDoS attacks. Nevertheless, the framework can
only be used for DDoS attacks; it uses static machine learning
models that need to be trained for any new cyberattack, and
does not include adaptive, explainable or proactive approaches
to tackle the evolving cyberattacks or security challenges in
IoT.

Moreover, Alshra’a et al. [10] investigated deep learning-
based solutions to the problem of DoS attacks in software-
defined networks. The authors considered recurrent archi-
tectures like RNN, LSTM and GRU models for sequence
prediction of flow-based traffic data and showed that sequential
learning could be an efficient approach to capturing complex
attacks developing in time. It was shown that embedding DL
techniques into SDN controllers allows detecting attacks close
to real-time with a small delay. However, the authors did not
consider multi-class problem, testing only binary classification
of traffic data.

Sudar et al. [11] also considered SDN architecture, but
employed classical machine learning techniques for detecting
DDoS attacks. The authors developed a framework employing
supervised models including Decision Trees and Random
Forests for real-time classification of network flows. It was
noted by the authors that employing lightweight ML models
into SDN controllers is practical for fast reconfiguration of
policies. Though the authors presented models with good
classification accuracy for binary case, they did not test their
scalability for simultaneous detection of different attacks and
adaptation to complicated blended DDoS attacks.

Furthermore, Kumari and Mrunalini [12] developed a DoS
attack detection system based on classical ML algorithms
together with feature selection technique. The aim of the
authors was selecting important features to get high accuracy
of detection with low computational costs. It was shown that
even simple classifiers could provide good results for moderate
dataset size after removing irrelevant and redundant features.
However, the authors considered binary problems mostly, not
testing their solution on multi-class DDoS attacks.

Alanazi et al. [13] presented an ensemble deep learning ap-
proach based on LSTM, CNN, and GRU components, utilized
in the detection of DDoS attacks within SDN environments.
Their ensemble incorporated the use of both spatial feature
extraction and temporal dependencies modeling in order to
enhance the robustness of the detection system. A high level
of binary classification accuracy was obtained on CICIDS2017
dataset, proving that hybrid architectures could provide more
efficient solutions than separate networks. Nonetheless, their
research was only oriented towards binary detection without
addressing the issues related to multi-classification or real-time
scalability, making their solution not fully applicable in SDNs
exposed to multiple attack types at once.
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Kumar et al. [14] presented a deep learning solution based
on LSTM networks for the detection of DDoS attack traffic,
utilizing CIC-DDoS-2019 dataset, which is used in the current
work as well. This research was aimed at the identification
of malicious flows in attack traffic and demonstrated the
efficiency of sequence-based solutions in the modeling of
temporal dependencies of attack traffic. Nonetheless, their
research did not address the issue of multi-classification of
various attack types. Thus, the current work expands this
solution through the development of 7-class and 13-class
DDoS detection scenarios.

Shaikh et al. [15] proposed an advanced hybrid deep learn-
ing architecture, which involves the utilization of Convolu-
tional Neural Networks, Principal Component Analysis (PCA),
and Vision Transformers in the detection of DDoS attacks.
CNN was utilized to extract packet-level features of the data,
PCA was utilized for reducing the dimensions, and attention
mechanisms of the Transformer were used for modeling long-
range dependencies. The results showed a significant increase
in performance in comparison with the usage of standalone
DL models. Nonetheless, their research is oriented mainly
on the binary classification task, leaving the multi-class one
unexplored.

In the research paper by Wang et al. [16], DDoS-MSCT, a
novel architecture combining multiscale convolutional layers
with Transformer blocks is introduced for DDoS detection
at various granularities. It has shown good performance for
binary classification of the attack thanks to the application
of attention mechanisms that can help to emphasize the
importance of different traffic features at different scales. The
authors noted that the Transformer-based modeling allows
significantly increasing the sensitivity to advanced attacks.
Nevertheless, like many other approaches described above, the
evaluation did not include multi-class classification tasks.

The study conducted by Sambangi and Gondi [17] in-
troduces an unconventional machine learning solution for
DDoS detection based on the multiple linear regression model.
Despite the fact that regression models are not traditionally
used in IDS, the study proved that traffic flow trends could be
modeled in a very simple manner. The results of the research
showed that regression models could help in detecting anoma-
lies in the number of packets and traffic volume. However,
such techniques are very limited in terms of the recognition
of a broad range of DDoS attacks’ strategies and variations
and were not tested for multi-class labeling and real-time
application.

In the paper by Fouladi et al. [18], an anomaly-based DDoS
detection algorithm using sparse coding and frequency domain
analysis is investigated. The framework converts the network
flows to the frequency domain and uses sparse coding to
discover the abnormalities in the traffic signal. The results of
the research prove that there is an alternative approach to the
traditional packet-based analysis for anomaly detection based
on the signal processing. However, the technique was tested
only for the binary classification task and its application in
combination with deep learning algorithms was not evaluated.

Models for IDS based on deep learning methods were
suggested for the DDoS detection in Agriculture 4.0, where
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the IoT is becoming widely used Ferrag et al. [19]. Their
approach included training CNNs, DNNs, and RNNs using
CIC-DDoS-2019 dataset for measuring the performance in
binary and multi-class settings. While binary classification
showed extremely good results with up to 99.9% accuracy,
the multi-class setting performance showed quite lower results
around 95%. This result is highly relevant for our research
because it proves that moving from binary detection to multi-
class classification is needed. This work is going to develop the
ideas of the mentioned research by using hybrid approaches
with feature selection and getting higher precision and better
class discrimination in 7-class and 13-class settings.

Table I includes a comparison of the recent studies on DDoS
detection that include datasets used, the goals, accuracy values,
benefits, and drawbacks.

As can be seen from above, a number of traditional or
hybrid approaches demonstrate high binary detection accuracy
of more than 95% based on well-established or simplified
datasets like NSL-KDD, KDDCup 99, or laboratory generated
traces. Research papers [5], [8], [10], [11] prove the feasibility
of using machine learning or hybrid deep learning techniques
for detecting anomalies in IoT and SDN environments. Nev-
ertheless, these studies usually focus on binary classification
or specific use-cases and do not help to differentiate between
several types of attacks existing together in realistic large net-
works. Besides, many researches with good accuracy figures
use outdated datasets which fail to adequately represent the
complexity of current DDoS traffic. Notably, just a few latest
papers, like Ferrag et al. [19] and Kumar et al. [20], work with
the CIC-DDoS-2019 dataset to simulate realistic conditions;
yet, the attention is usually paid to binary classification or the
accuracy is notably worse in the case of multi-class analysis.
For example, even though Ferrag et al. [19] demonstrated near-
perfect binary detection accuracy, the multi-class accuracy
decreased to about 95%.

It is obvious from table I that despite good results of con-
ventional and hybrid approaches in binary classification, multi-
class detection on recent datasets is hardly studied enough. It
becomes clear that the research will be motivated by the need
to detect various attacks with the help of combination of three
specialized deep learning architectures and feature selection.

III. PROPOSED FRAMEWORK

This section presents the suggested deep learning intrusion
detection system framework intended to counter the increasing
sophistication of cybersecurity attacks. To enhance the threat
detection and classification, we used CIC-DDoS-2019 dataset
[20] provided by the Canadian Institute of Cybersecurity that
simulates real-life DDoS attack instances. The methodology
comprises three different datasets for our experiments. For
Data 1 and Data 2, we constructed four model structures:
LSTM [21], CNN [22], DNN [23], and MLP [24], each
consisting of an autoencoder layer to optimize feature selection
and decrease dimensionality before classification. We chose
the above mentioned models due to their capabilities in work-
ing with sequences and effectiveness in various applications.
As for Data3, which implies the classification of 13 categories
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TABLE I
COMPARISON OF DATASETS, DETECTION FOCUS, REPORTED ACCURACY, ADVANTAGES AND LIMITATIONS OF RELATED WORKS

Paper Dataset Focus Accuracy Advantages Limitations

[5] Custom IoT traffic ML-based anomaly | ~95% (binary) Lightweight, suitable for con- | Single DoS only, no DDoS, no
IDS for IoT DoS strained IoT devices multi-class

[6] KDDCup 99 / NSL- | DL for DDoS — Broad survey of methods, | No original model, no bench-

KDD identifies research gaps marks

[7] PV smart grid signals | DCNN for false | ~97% (binary) Demonstrates CNN strength | Not network DDoS, no multi-

data injection for  subtle cyber-physical | class
anomalies

[8] IoT dataset Hybrid CNN- | ~96% (binary) Combines spatial and temporal | Binary only, no multi-class
LSTM for IoT learning granularity
DDoS

[9] KDDCup 99 / NSL- | ML for DDoS de- | ~93% (binary) Simple models, practical base- | Outdated data, manual fea-

KDD tection line tures, binary only

[10] Custom SDN dataset RNN/LSTM/GRU ~97% (binary) Sequential learning, practical | No multi-class, limited scope
for SDN DoS SDN integration

[11] Mininet SDN dataset ML for SDN DDoS | ~92-95% (bi- | Lightweight, feasible for con- | No DL, no multi-class
detection nary) troller deployment

[12] NSL-KDD ML + feature selec- | ~92% (binary) Good feature selection, simple | Not scalable, no DL, no multi-
tion for DoS classifiers class

[13] CICIDS2017 Ensemble DL | 99.77% (binary) | Strong binary results, robust | Older dataset, no multi-class
(CNN+LSTM+GRU) hybrid
for SDN DDoS

[14] CIC-DDoS-2019 LSTM for DDoS | ~99% (binary) Good binary performance, | No multi-class, no hybrid de-
detection modern dataset sign

[15] CICIDS2017 CNN + PCA + Vi- | ~99% (binary) Innovative hybrid with atten- | Binary only, no detailed multi-
sion Transformers tion class

[16] NSL-KDD Multi-scale CNN | ~98% (binary) Attention improves feature | No multi-class, limited real-
+ Transformer learning, multi-scale analysis time tests
(DDoS-MSCT)

[17] KDDCup 99 ML (multiple linear | ~90% (binary) Very lightweight baseline Not robust for complex threats,
regression) no DL, binary only

[18] Lab dataset Sparse coding + | ~91% (binary) Unique signal processing ap- | No DL integration, binary only
frequency domain proach
anomaly detection

[19] CIC-DDoS-2019 CNN, DNN, RNN | 99.9% (binary), | Real dataset, covers binary + | Multi-class accuracy lower, no
for Agri DDoS ~95% (multi- | multi-class advanced hybrid

class)

of network traffic, we considered even more complex and
specific models such as LSTM for learning dependencies in
time, hybrid DNN-CNN for detecting spatial and sequential
features and MLP for multi-class classification purposes. All
the models were measured by such metrics as accuracy, F1-
score, and recall to measure the ability of the models to detect
cybersecurity threats with high precision and low false positive
rate.

A. Execution Environment and Dataset

This project uses the CIC-DDoS-2019 dataset since it is
one of the most complete and realistic datasets that can be
used in detecting DDoS attacks. Unlike other older datasets
such as NSL-KDD and CAIDA, CIC-DDoS-2019 is more
comprehensive and contains more recent and realistic DDoS
attacks. This makes it perfect for testing the robustness of the
machine learning models under current network conditions. It
consists of both PCAP files and preprocessed CSV files where
each traffic instance is characterized by over 80 flow-based
features, including but not limited to flow duration, packet
size, bytes/sec and header information. In terms of the artificial
DDoS attacks, there are twelve types of DDoS attacks in the
dataset.

A.l. Dataset Splitting and Preprocessing

In order to train and test the model in a reliable way, the data
was divided into three sets depending on various classification
scenarios (II):

e Binary Classification (Datasetl): The traffic is either

Benign or Attack.

o 7-Class Classification (Dataset2): The traffic is split into

one benign and six attacks classes.

o 13-Class Classification (Dataset3): The traffic is split into

one benign and twelve attacks classes.

TABLE 11
SUMMARY OF DATASET SPLIT

Subset Classes Training Testing Instances
Instances

Dataset1 2 1,500,000 375,000

Dataset2 2,500,000 1,070,000

Dataset3 13 4,900,000 2,100,000

The CIC-DDoS-2019 dataset was methodically divided into
three datasets corresponding to the increasing levels of classi-
fication complexity: Binary, 7-Class, and 13-Class detections.
The binary dataset represents a coarse-grained representation
of network traffic by distinguishing between benign and attack
flows. The 7-Class dataset is a more complicated setting since,
along with the benign traffic, the classifier should classify six
different types of DDoS attacks. The 13-Class detection task
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represents the most complex case when 13 types of traffic,
including 12 DDoS attacks, have to be distinguished by the
IDS model. For each dataset, 80/20 splitting was used: for the
Binary detection (Datasetl), approximately 1.5 million flows
were selected for training and 375,000 flows were allocated
for testing. Since there were six types of attack classes for the
7-Class setting (Dataset2), a larger number of samples was
needed for the training, thus approximately 2.5 million sam-
ples were used for training and more than one million samples
for testing. As the number of classes increases for Dataset3
(13-Class detection), the amount of both training and testing
samples increases: almost five million training instances and
more than two million testing instances were selected from the
initial dataset. This approach provides sufficient variability in
the training set to learn good representations of both benign
and malicious traffic. Besides, the splitting of the dataset was
performed at the flow-session level to avoid any data leakage
between the training and testing sets.

A.2. Execution Environment

All model training, testing, and evaluation processes have
been performed in easily available cloud-based environments,
such as Google Colab and Kaggle kernels, for reproducibility
and convenient use of free GPU and TPU computational
resources. In particular, Google Colab has been utilized as the
primary environment due to the presence of NVIDIA Tesla
T4 GPUs that considerably speed up the deep learning mod-
els’ training process on huge datasets, like CIC-DDoS-2019.
Google Colab provides 12 GB of RAM per session, which
has been properly handled by breaking down large CSV files
into several smaller chunks to prevent memory overflow while
preprocessing and training the models. In addition, Kaggle
kernels have been used as an auxiliary platform for other
experiments and hyperparameter tuning due to easy access
to public datasets and preinstalled Python libraries. All deep
learning structures have been implemented in Python 3.10
with the help of TensorFlow 2.x and Keras as frameworks for
developing, training, and evaluating the proposed MLP, CNN,
and LSTM models. Moreover, scikit-learn has been used for
feature selection by applying ExtraTreesClassifier, partitioning
of the dataset, and SMOTE-based minority class balancing
during training. Data transformation and manipulation have
been conducted by Pandas and NumPy, while Matplotlib
and Seaborn have been used for visualizing training results,
performance metrics, and feature importance.

A.3. Data Setup

The efficiency of deep learning algorithms depends sig-
nificantly on the accessibility, quality, and processing of the
training dataset. In the current research, the CIC-DDoS-2019
dataset is used due to being considered as an adequate rep-
resentation of modern DDoS attacks with multiple vectors.
However, there are two major difficulties associated with
this dataset: extremely big file size and class imbalance.
Specifically, the total dataset includes 11 huge training files
with the combined size more than 22 GB and 7 separate testing
files having more than 8§ GB. The problem with handling
these files arises in cloud computing platforms like Google
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Colab when one can use only up to 12 GB of RAM for each
session. Hence, to overcome these restrictions, the following
data preparation approach has been developed. Firstly, large
raw CSV files have been broken down into smaller ones
to be able to load and process data without exceeding the
amount of RAM. Files which have the size larger than 8
GB have been loaded by chunking method. Second, cleaning
procedures have been applied in order to delete redundant
or empty rows, normalize data formatting, check integrity of
extracted flow-based features. Furthermore, to balance strong
class imbalance when the number of examples from the ma-
jority class (benign traffic) significantly exceeds some attack
classes, data balancing methods like SMOTE have been used
during preprocessing procedure. This approach allowed having
training examples from all classes equally represented in each
deep learning algorithm to provide better stability and accuracy
of the proposed multi-class detection framework.

A.4. Strategic Deployment of Deep Learning Model

To meet the variety of DDoS detection needs in the real
world, the CIC-DDoS-2019 dataset has been split into three
subsets of data which are designed to perform classification
tasks with different granularity:

o Subset 1 (Binary Classification): The first subset includes
a straightforward binary classification problem where
benign traffic (BENIGN) is classified against malicious
DDoS traffic called Affack. In this case, the partitions of
data used for training and testing purposes are combined
into one CSV-based dataset to allow the models to detect
the differences between normal traffic and DDoS attacks
in the whole input space.

o Subset 2 (7-Class Classification): The second subset
corresponds to a more realistic multi-class classification
problem since each flow of traffic is assigned to one of
the seven classes where there is only one class for benign
traffic (BENIGN) and six classes for different kinds of
DDoS attacks chosen for their prevalence in the data. In
this scenario, the autoencoders become significant since
they learn feature dependencies and input space reduction
and, thus, draw attention to minor but significant differ-
ences in attack traffic patterns.

o Subset 3 (13-Class Classification): The third and the
most complicated subset includes a division of traffic into
13 classes that correspond to 12 DDoS attacks and 1
class of benign traffic. To be maximally precise in this
subset of classification problems, the ExtraTreesClassifier
is used to select the most useful and informative flow-
based features of traffic patterns.

All the above-mentioned three subsets of classification prob-
lems compose a rather complete pipeline for the evaluation of
the proposed framework for DDoS detection.

Table III highlights the CIC-DDoS-2019 dataset partitioning
into three subsets for three kinds of classification problems.
In the first row, we can see that the binary subset corresponds
to a classification problem where the task is to discriminate
between benign and all kinds of DDoS attacks; here, the
autoencoder is needed to minimize feature dimensionality and
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speed up the learning process of the MLP, CNN-DNN, and
RNN-LSTM classifiers. The second row shows the 7-class
subset in which traffic is split into one benign class and six
DDoS attacks to check models’ capability for multi-class dis-
crimination; in this case, the use of the autoencoder becomes
especially valuable since it helps to extract features separating
close classes. The third row shows the most complex subset
which includes 13 different classes — 12 DDoS attacks and
benign traffic.

TABLE III
SUMMARY OF DATASET SUBSETS AND MODEL STRATEGIES

Subset Classes Feature Technique Models Used
Subset 1: 2 Raw features with | MLP, CNN-DNN,
Binary (BENIGN, autoencoder for | RNN-LSTM

Attack) compression
Subset  2: 7 Autoencoder for | MLP, CNN-DNN,
7-Class (BENIGN non-linear feature | RNN-LSTM

+ 6 | extraction

attacks)
Subset  3: 13 ExtraTreesClassifier | MLP, CNN-DNN,
13-Class (BENIGN for feature selection | RNN-LSTM

+ 12

attacks)

B. Models of Framework for Multi-Class DDoS Detection

In this study, three deep learning architectures are presented
for detection and classification of DDoS attacks in realistic
traffic environments. Each of the model has been developed
to capture a different aspect of flow-based network data and
to tackle different challenges posed by multi-class DDoS
detection. The first deep learning architecture is that of a
Multi-layer Perceptron. It is an excellent choice as a base
model for non-sequential deep learning. An MLP utilizes
fully connected dense layers in modeling complex non-linear
relationships between the input flow-based features and the
output classes. Although its architecture is fairly simple, the
model performs very well in dealing with high dimensional
network data in conjunction with proper feature engineering
and tuning. The second deep learning architecture is a hybrid
of a 1D CNN and dense layers called CNNI1D-DNN. The
1D CNN part in the model allows automatic extraction of
local spatial patterns in traffic sequences hence improved
feature representation. The third deep learning architecture is
an RNN-LSTM which aims to learn temporal dependencies
and sequential behavior in network flows.

B.1. Hybrid CNN1D-DNN

The Hybrid CNN1D-DNN model is built to enhance DDoS
detection by combining one-dimensional convolutional layers
and dense layers. The hybrid architecture exploits the capabil-
ity of CNNI1D to detect the local spatial patterns from flow-
based traffic data. In DDoS detection, small scale abnormality
in the form of packet bursts, unusual flow lengths, or sudden
increases in connection count may manifest as local structure
in the traffic record. Convolutional layers act as the feature
extractors by searching the local patterns from the input traffic
data that may be related to any possible DDoS attacks or
anomalies. Following the convolutional layers, DNN layer
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performs the high-level representation learning and classifi-
cation task. The dense layers combine the extracted local
features to obtain the final predictions on the input being
benign traffic or particular class of DDoS attack. By combining
the automatic local structure finding and deep abstract feature
learning, this hybrid architecture is ideally suitable for the
structured sequential traffic data of today’s network and IoT
environment.

B.2. Multi-Layer Perceptron (MLP)

The MLP model applied to this study is a baseline deep
learning architecture for DDoS detection. It consists of multi-
ple fully connected dense layers, where each layer learns non-
linear mappings from input features to output label. For our
purpose, the MLP architecture includes three dense layers. The
number of neurons in the first dense layer is set to 192, which
provides a good balance between computational efficiency
and representational power. Second dense layer has only 96
units in order to gradually reduce the size of feature space
and refine it further. Finally, one more dense layer precedes
the classification by the softmax layer. MLP architecture is
suitable in the scenario, where input data does not include
any explicit temporal ordering but rather preprocessed tabular
features.

B.3. Long Short-Term Memory (LSTM)

In the LSTM model, temporal dependencies inherent in
the nature of network traffic can be effectively leveraged.
The reason behind the idea lies in the fact that the current
state of the network can often be predicted based on the past
behavior of the traffic flow, which makes the LSTM capable
of detecting temporal changes in the evolution of the traffic,
which is typical of the sustained and periodic behavior of
DDoS attacks. The key element of the LSTM architecture is
the presence of the memory cells and gates, which determine
the amount of previously known information needed to retain
at each step, thus making the LSTM an efficient method to
model long-term dependencies in the time-series data. In our
case, the LSTM will analyze the sequences of flow features
and learn the difference between normal and attack traffic
using the temporal characteristics of the traffic features. Such
an analysis of the temporal dependencies is especially helpful
in cases when the attackers are trying to avoid detection by
gradually raising the traffic level and coordinating the activities
of distributed sources.

In Fig.1, the architecture of the three proposed deep learning
models for DDoS detection is shown. It can be seen that
in case of MLP, the non-linear mapping is done through
the sequence of the fully-connected layers of the densely-
connected dense network. The architecture of the Hybrid
CNNID-DNN model is a combination of the convolutional
layers and the dense layers and allows for the detection of
subtle anomalies in flow sequences. The LSTM model is based
on the memory cells, which allow to capture the temporal
dependencies, and thus the system will learn the evolution of
the attack patterns over time.
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Fig. 1. Architectures of the three proposed deep learning models

IV. SIMULATION AND PERFORMANCE EVALUATION

To analyze the performance of the deep learning models
that have been proposed to detect the occurrence of DDoS
attacks, this study will use five performance measures which
include: accuracy, precision, area under the receiver operating
characteristic curve (AUC-ROC), false positive rate (FPR) and
the confusion matrix.

A. Performance of Proposed Models

In our experiments, we used three neural network archi-
tectures, namely, MLP, Hybrid CNNI1D-DNN, and RNN-
LSTM, in order to analyze their performance on the task
of detecting DDoS attacks using the CIC-DDoS-2019 dataset
in three different classification settings: binary, 7-class, and
13-class classification problems. We trained all three neural
networks using the identical preprocessed feature set, however,
tuning their hyperparameters separately in order to show their
individual strengths in pattern recognition from network flows.
The MLP architecture is oriented towards non-sequential
feature learning via dense layers. The hybrid CNN1D-DNN
architecture combines one-dimensional convolution with dense
layers in order to learn both local sequential dependencies and
hierarchical features from the data. Finally, the RNN-LSTM
architecture uses long short-term memory units in order to
capture temporal dependencies across network flows.

Table IV presents the accuracy of classification of network
flows provided by all three models in the three tasks. In the
case of binary classification, the MLP showed the best perfor-
mance with 99.80% accuracy followed by Hybrid CNN1D-
DNN and RNN-LSTM, with 99.75% and 99.70% accura-
cies, respectively. These results confirm that all three models
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provide effective recognition of DDoS attacks in the simple
attack-versus-benign setting. For 7-class classification prob-
lem, CNN1D-DNN model showed slightly better performance
compared to other two models, providing 97.10% accuracy,
which indicates the usefulness of convolutional component in
distinguishing between different attack classes. RNN-LSTM
showed good performance (97.08%) which proves the ef-
fectiveness of temporal modeling of DDoS attack streams,
while MLP provided good results (96.09%). Finally, in 13-
class classification problem, MLP again provided the best
result (99.62%), being beneficial due to dense architecture and
optimized feature selection procedure. The second and third
place went to CNNID-DNN and RNN-LSTM models with
98.74% and 97.24% accuracy, respectively.
TABLE IV

ACCURACY OF PROPOSED MODELS FOR BINARY, 7-CLASS, AND
13-CLASS CLASSIFICATION

Model Task Accuracy
MLP Binary 99.80%
Hybrid CNN1D-DNN Binary 99.75%
RNN-LSTM Binary 99.70%
MLP 7-Class 96.09%
CNNI1D-DNN 7-Class 97.10%
RNN-LSTM 7-Class 97.08%
MLP 13-Class 99.62%
CNNI1D-DNN 13-Class 98.74%
RNN-LSTM 13-Class 97.24%

B. Detailed Precision for 13-Class Detection

In order to measure how well each type of attack is
classified, Table V shows the class level precision rate achieved
using the proposed MLP approach for detecting 13 different
types of DDoS attack classes. It can be seen that the precision
level of the vast majority of the classes is extremely high.
The proposed model is able to achieve perfect precision
(1.00) when classifying benign traffic and major amplification
based attacks, such as DrDos DNS, LDAP, MSSQL, NTP,
SNMP, SSDP and UDP. Very high precision (greater than
0.99) can also be obtained when classifying SYN Flood and
TFTP attack classes, which are typically used in volumetric
attacks, showing the model’s ability to classify both reflective
and direct flooding attacks without producing many false
positive results. However, there is a slight decrease in precision
(to 0.99) when dealing with DrDos NetBIOS and UDP-Lag
attacks due to the fact that the model may occasionally mistake
some other class for these classes because they have almost
identical flow features. However, the most problematic attack
class is the WebDDoS attack class, which is characterized by
much lower precision (0.58).

C. False Positive Rates

Table VI presents the False Positive (FP) rates attained
by the three proposed deep learning algorithms in different
classification cases. From Table VI above, it is clear that MLP
has a very low false positive rate that starts from 0.6% in the
case of binary classification while staying below 1.2% in the
more complicated 13-class classification. In a similar vein,
Hybrid CNN1D-DNN and RNN-LSTM algorithms have FP
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TABLE V
CLASS-LEVEL PRECISION FOR MLP ON 13-CLASS TASK
Class Precision
BENIGN 1.00
DrDos DNS 1.00
DrDos LDAP 1.00
DrDos MSSQL 1.00
DrDos NTP 1.00
DrDos NetBIOS 0.99
DrDos SNMP 1.00
DrDos SSDP 1.00
DrDos UDP 1.00
Syn 1.00
TFTP 1.00
UDP-Lag 0.99
WebDDoS 0.58

rates below 1.6% in all examined scenarios. It is significant
to note that the low false positive rates of the proposed deep
learning models are quite relevant as it shows that the high
detection rates and AUC values of the models are not realized
at the cost of classifying a lot of benign network traffic into
the attack class. In a real-life intrusion detection system (IDS),
many false positives lead to the generation of security alerts
that are unnecessary in addition to increasing the work burden
of the network administrators, which eventually leads to alarm
fatigue. In conclusion, it is necessary to have a low FP rate in
order to guarantee the reliability and efficiency of the IDS.

TABLE VI
FALSE POSITIVE RATES OF PROPOSED MODELS ON THE
CIC-DDO0S-2019 DATASET

Model Binary Task | 7-Class Task | 13-Class Task
FP Rate (%) | FP Rate (%) FP Rate (%)

MLP 0.6 0.9 1.2

Hybrid CNNID- | 0.7 1.1 1.4

DNN

RNN-LSTM 0.8 1.2 1.6

D. Confusion Matrix Analysis

Figure 2 shows the confusion matrix of the proposed MLP
classifier for the 13-class DDoS classification problem includ-
ing benign traffic and 12 types of attacks from the CIC-DDoS-
2019 dataset. The high concentration of the values in the main
diagonal of the table is an indicator of the proper classification
of most samples for all the traffic types. First of all, the
MLP performs well at the classification of common attacks
like DrDoS DNS, LDAP, NTP, MSSQL, SNMP, UDP, SYN,
and TFTP; thus, it demonstrates high capability in recognizing
their traffic flow patterns. BENIGN traffic is properly classified
with very few wrong decisions, and it proves the low level
of false positives of the proposed method. There are only
some misclassifications of DrDoS NetBIOS and UDP-Lag
attacks that might happen because of similar flow and protocol
patterns of these types of traffic. WebDDoS is considered to
be the most difficult class among others due to higher level of
confusion because of the similarity in traffic patterns to benign
or other DDoS attacks.
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Fig. 2. Confusion Matrix Showing Class-Level Predictions for Proposed MLP

E. AUC-ROC

The ROC curves of the proposed three deep learning
models, including MLP, Hybrid CNN1D-DNN, and RNN-
LSTM, trained using the CIC-DDoS-2019 dataset are shown
in Fig.3. The ROC curve depicts the TPR-FPR relationship for
different classifier decision thresholds and is an effective way
to evaluate the discrimination capability of the models under
consideration. As can be seen from Fig.3, all three models
demonstrate very good discrimination capability, as their ROC
curves are very close to the upper left corner of the figure.
This implies that the proposed models have relatively high
attack detection capability and produce only a small number of
false alarms, which is a required property of a reliable DDoS
detection system. In terms of discrimination capability, the
MLP model outperforms the other two models in the sense of
achieving the highest AUC value and having the best balance
between the rate of detection and generation of false alarms.
The Hybrid CNN1D-DNN and RNN-LSTM models also show
good ROC performance and therefore confirm their good
capacity to learn the relevant patterns from network traffic.
The obtained ROC values are consistent with the previously
found accuracy and precision values.

FE. Benchmark Comparison

Table VII shows a comparative benchmarking of the pro-
posed MLP method with other relevant state-of-the-art al-
gorithms, as well as the class level precision of 13 classes
of DDoS attacks. These include the CNN-based model by
Ferrag et al. [19], the ensemble LSTM-CNN-GRU method
by Alanazi et al. [13], and the CNN-LSTM hybrid model by
Ahmim et al. [8]. The table indicates that the proposed MLP
algorithm yields an accuracy of 99.62% for the 13 classes
problem, and thus performs better than Ahmim et al.’s, which
yields an accuracy of 80.34% for multi-class classification,
and performs much better than Ferrag et al.’s CNN accuracy
of 95% in multi-class detection. Although Ferrag et al. and
Alanazi et al. have attained slightly higher accuracy in the
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Fig. 3. Results of AUC-ROC for each model.

binary classification problem of 99.95% and 99.77%, respec-
tively, their results demonstrate the well-known fact about
the tradeoff between the simpler binary classification and the
more informative multi-class classification needed for response
planning. Moreover, the proposed MLP method has a very low
false positive rate of 0.87% and an extremely high AUC-ROC
of 0.998, which is an indication of very good separation of
the classes and does not lead to unnecessary false alarms.

TABLE VII

BENCHMARK COMPARISON OF PROPOSED MLP WITH OTHER RELATED
WORKS

Model/Reference Accuracy FPR AUC-ROC
Ferrag et al. Multi- | 95% 2-5% 0.970
class (CNN) [19]
Alanazi et al. | 99.77% 0.80% 0.995
Binary (Ensemble
LSTM+CNN+GRU)
[13]
Ahmim et al. Multi- | 80.34% 4-6% 0.860
class (CNN+LSTM)
[8]
MLP (Proposed, 13- | 99.62% 0.87% 0.998
Class)

V. CONCLUSION AND FUTURE WORK

The aim of the presented paper was the design and evalu-
ation of a deep learning based model for accurate detection
and multi-class classification of Distributed Denial-of-Service
attacks using realistic large-scale network traffic from the
CIC-DDo0S-2019 dataset. Three architectures — MLP, Hybrid
CNNI1D-DNN and RNN-LSTM - were considered to analyze
various learning techniques for detecting complex patterns.
The achieved results prove the ability of the proposed models
to detect relevant features of network traffic and get high
detection performance at low levels of false positives. The
detection accuracy was higher than 99% and proved the
possibility of applying of the developed models in practical
networks. The comparative analysis with recent approaches
proves the efficiency of the suggested model for fine-grained
DDoS detection. In contrast to several recent works, where
binary DDoS classification was considered, the current work
presents the results of the consideration of multiple DDoS
attack types.

For the future research it would be necessary to incor-
porate online learning and retraining into this framework in
order to solve the problem of concept drift in the changing
environment. Moreover, integration of the presented models
into the software-defined networking and edge computing
environments can provide low latency detection in distributed
networks. Future research can also focus on using transformer
architectures and self-supervised learning.
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