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Abstract—Intrusion detection systems (IDS) deployed on edge-
network devices are rapidly increasing as the edge computing
approach is widely applied in network infrastructure. Despite
the advantages that edge computing offers, enhanced network
performance in terms of latency, bandwidth consumption, and
privacy, there have remained challenges related to the constrained
resources of edge devices. In machine learning-based IDS sys-
tems, to deal with large, noisy, or strong feature correlations
in practical IoT data, dimensionality reduction methods are
often applied to generate efficient inputs for machine learning
models. However, a major challenge is enhancing both the
performance and explainability of the edge IDS system to meet
the requirements of the security field. To overcome the challenge,
we propose an explainable hybrid feature-selection framework
(X-EFS) that combines multiple feature reduction techniques via
a multi-expert system module, then uses the MDA metric to select
the most important features, ensuring high performance and
explainability. Evaluations on the CICIoT2023 dataset indicate
that condensing the feature space from 46 to 6 dimensions yields
an Accuracy of 98.33% and an F1-score of 98.54% across a
5-fold stratified validation. This extreme dimensionality reduc-
tion directly mitigates inference latency and memory overhead,
satisfying edge-constrained deployment requirements without
compromising detection capacity or intrinsic explainability.

Index Terms—Feature Selection, Ensemble Methods, Edge
Computing, Explainable AI, IoT Security, Attack Detection.

I. INTRODUCTION

THE rapid expansion and diversification of Internet of
Things (IoT) devices and applications have produced

vast and heterogeneous streams of high-dimensional data [1].
Empirical studies in recent years indicate that IoT-related
attacks have grown at an annual rate exceeding 30%, resulting
in substantial economic losses from service disruptions, data
leaks, and infrastructure damage [2]. The growing scale and
complexity of these problems put significant pressure on
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traditional centralized processing architectures, affecting both
performance and network security [3].

To tackle this issue, the edge computing approach provides
effective network performance solutions by bringing computa-
tion closer to the data source, which reduces bandwidth usage
and transmission latency. However, edge devices typically
operate under limited resource constraints, which significantly
challenge the deployment of complex security solutions at the
network edge [4]. At the same time, deploying edge-based
IDS enables local analysis of traffic, reducing the amount of
data sent to centralized servers and thereby lowering privacy
exposure while improving security [5].

To face resource-constrained edge devices, several studies
used feature selection methods not only to reduce computa-
tional costs but also to retain the most important attributes for
accurate attack classification [6]. In edge-based IDS systems,
feature selection plays a critical role by directly reducing
memory usage, complexity, and inference latency, which are
key factors that enable deployment on low-cost devices [7]. In
this direction, three categories of the feature selection approach
include (1) filter-based methods (mutual information) [8], (2)
wrapper-based methods (recursive feature elimination), and
(3) embedding methods (e.g., Lasso, tree-based importance)
[9]. Each method has specific advantages and disadvantages
when dealing with the multimodal, noisy, and highly correlated
nature of practical IoT data [10]. On the other hand, ensemble
feature selection approaches can improve robustness but often
reduce explainability, which is especially important in the se-
curity context, where analysts require trustworthy, transparent
decision-making logic [11]. Explainability plays a crucial role
in security systems because it directly affects the reliability of
decisions [12]. However, existing IDS frameworks primarily
focus on attack-detection performance or on reducing com-
plexity, neglecting the trade-off between system performance
and explainability [13].

Hence, computational efficiency and explainability are si-
multaneous goals in edge IDSs. In this study, we propose a
novel framework that utilizes the Mean Decrease Accuracy
(MDA) metric to reach these goals. In more detail, our
proposed framework combines three kinds of feature selection
methods into a multi-expert decision module. Their feature
outputs are aggregated and ranked based on their maximum
MDA values in an MLP model that optimizes a minimal
feature subset while maintaining the attack detection rate. This
proposed framework ensures all intrinsic explainability, a high
detection rate, and computational efficiency for effective IDS
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deployed on edge devices.
The main contributions are listed below:

• We propose an explainable multi-expert ensemble frame-
work that combines and selects feature selection methods
through a multi-decision module based on the MDA
metric to enhance explainability.

• We propose a lightweight MLP-based optimization so-
lution to achieve high discrimination capacity at low
computational cost, making it suitable for resource-
constrained edge devices.

• We validate the proposed framework on the CICIoT2023
dataset, demonstrating preferable performance (Accuracy
of 98.33%, F1-score of 98.54%) with only 6 features,
reducing inference time significantly while maintaining
high explainability.

The paper is organized as follows. Section II briefly re-
views related studies on feature selection and explainability
in IDS systems. Section III introduces the proposed X-EFS
framework and its main components. Section IV presents the
experiments and results using the benchmark CIC IoT 2023
dataset. Section V concludes the paper and discusses our future
work.

II. RELATED WORK

In an IDS based on machine learning, the data processing
stage transforms data into feature sets that serve as inputs to
the machine learning model. Feature selection methods play
an important role in reducing data dimensionality, removing
noise, and improving model performance. There are three
main types of feature selection methods: filters, wrappers,
and embedded methods. Filter-based methods (such as mutual
information) offer computational efficiency and scalability for
high-dimensional datasets by evaluating features based on
statistical properties. However, these methods assess features
individually, which prevents them from capturing feature in-
teractions that may critically affect predictive performance
[14]. Wrapper methods (such as recursive feature elimination)
evaluate groups of features using a classifier to achieve bet-
ter detection accuracy; however, they require longer training
times and pose challenges for devices with limited resources
[15]. Embedded methods (such as LASSO) perform feature
selection during training, balancing computational efficiency
and model accuracy [16].

Otherwise, ensemble methods like majority voting [17] and
hybrid schemes that combine filter pre-selection with tree-
based importance ranking [18] have been proposed to enhance
stability purposes. However, the above methods do not provide
detailed transparency into feature selection decisions, leading
to a lack of clarity regarding intrinsic explainability. To im-
prove explainability, recent explainable AI (XAI) tools, such as
Shapley Additive exPlanations (SHAP) and Local Interpretable
Model-Agnostic Explanations (LIME), have been adopted in
intrusion detection systems. However, this approach is post-
explainability. In [19], the authors focused on intrinsic explain-
ability in the design of the intrusion detection system. They

use ensemble-based feature selection for intrusion detection
and attention-driven web threat identification.

All of these studies clearly demonstrate the importance and
tight relationship between feature selection and explainability.
This problem is especially important for the security field. In
IDS systems deployed at the network edge, a key challenge
in the feature selection problem is the trade-off between im-
proving performance to tailor the edge device and maintaining
reasonable interpretability [20]. In the case of security for IoT
and industrial systems, the authors in [21] showed that feature
selection can improve performance for IoT and cyber-physical
systems (CPS). The authors in [22], [23] confirmed that feature
selection methods significantly influenced the decision-making
process in IoT intrusion detection systems.

Regarding explanation concerns, recent studies have focused
on embedding interpretability directly into the feature selection
stage using various techniques. In [24], the authors developed
an explainable machine learning model for detecting web
attacks in IIoT environments. In [25], the authors proposed an
IoT security framework that combines two feature selection
methods with post-hoc explainability on the CIC IoT 2023
dataset [26]. In detail, the validation results from this dataset
indicate that the proposed model has achieved a high attack
detection rate of 99.7% and is explainable using SHAP and
LIME tools. The above studies all confirm the importance
of model interpretability alongside performance parameters.
Hence, our framework directly tackles this issue to improve
attack detection rates and provide intrinsic explainability to
the IoT IDS system operating with limited resources.

III. PROPOSED FRAMEWORK

A. Feature selection Metric

In an IoT intrusion detection system, feature selection
must account for two data characteristics, such as sensor
data/environmental noise and feature correlations (eg, flow
duration, packet count, and total size). The use of measurement
metrics is crucial for feature selection methods. Impurity-
based metrics, such as Mean Decrease Impurity (MDI) in
decision trees, are known to exhibit bias towards features with
wide domain values or high correlations with the output [27].
However, MDI systematically assigns higher importance to
noisy features, particularly numerical or categorical features
with many categories, leading to a bias in MDI feature
selection.

In contrast, the Mean Decrease Accuracy (MDA) metric is
a feature selection method that assesses feature importance by
measuring the impact of perturbing a feature on a model’s pre-
dictive performance. This method involves randomly changing
the values of a feature and catching how it affects the model’s
accuracy. A bigger drop in accuracy means that the feature
is more important. However, the MDA metric is subject
to intrinsic randomness, which can affect the stability and
interpretability of the selected features [28]. We detail the
MDA below.

Formally, let M be a trained classifier with accuracy
Acc(M) on a test set D = {(xi, yi)}ni=1. For a feature Xj , its
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theoretical MDA is defined as the expected drop in accuracy
when Xj is randomly permuted as,

MDA(Xj) = E[Acc(M)− Acc(M|X̃j)], (1)

where X̃j denotes a random permutation of the j-th feature
column, and the expectation is taken over the space of all
possible permutations. In practice, this expectation is approx-
imated by averaging over a finite number R of independent
random permutations. The empirical MDA is thus computed
as,

MDA(Xj) =
1

R

R∑
r=1

(Acc(M;D)− Acc(M;D(r)

X̃j
)), (2)

where the notation is defined as follows:
• M: the trained ensemble classifier (e.g., voting/stacking

of RF, LR, SVC)
• D: the original test set
• X̃

(r)
j : the r-th random permutation of feature Xj

• D(r)

X̃j
: the test set with the j-th feature column replaced

by X̃
(r)
j

• Acc(M;D): model accuracy on the original test set
• Acc(M;D(r)

X̃j
): accuracy after permuting feature Xj in

the r-th trial
• R: number of permutation trials (set to R = 20 in our

experiments)
In fact, we set R = 20 based on empirical stability

analysis, where increasing beyond 20 yields only marginal
gains in ranking consistency (Spearman’s ρ > 0.95 for top
features), while R = 10 exhibiting higher variance. Hence,
this parameter balances computational cost and estimation
reliability. Moreover, this formulation yields robustness un-
der noise and correlation. As shown in [29], MDA remains
asymptotically unbiased under uncertain conditions even when
features are noisy or highly correlated in practical conditions
of IoT data traffic environments. Empirically, MDA maintains
stable importance rankings under non-stationary data streams,
whereas MDI can spuriously distribute importance across
redundant features. Recent theoretical work further confirms
that standard MDA may suffer from inconsistency under
feature dependence, but practical variants (e.g., Sobol-MDA)
offer consistent estimation [30]. Therefore, MDA provides a
theoretically grounded and intrinsically interpretable metric for
our ensemble feature selection framework.

B. Multi-expert Feature Selection Module

To handle the heterogeneous, noisy, and strongly correlated
IoT data traffic, we integrate five representative feature se-
lection algorithms into a multi-expert system module. This
approach aims to capture multiple aspects of feature rele-
vance, including statistical dependence (filter), model-specific
predictive utility (wrapper), sparsity-inducing regularization
(embedded), and nonlinear information-theoretic relationships.
The brief introductions to the selected algorithms in Figure 1
are listed below.

SelectKBest (Filter). Given a feature matrix X ∈ Rn×p and
label vector y ∈ Rn, SelectKBest computes a univariate score
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Fig. 1. The proposed explainable feature selection framework

Si = f(xi, y) for each feature xi (e.g., ANOVA F-statistic or
mutual information) and selects the top-k features:

K = arg max
S⊆{1,...,p}

|S|=k

∑
i∈S

Si. (3)

This method is computationally efficient and robust to model
misspecification, making it ideal for initial screening in edge
environments.

Recursive Feature Elimination (RFE, Wrapper). RFE iter-
atively removes the least important feature based on a base
estimator’s coefficients or sensitivities. Formally, let M be a
predictive model (e.g., logistic regression). At each iteration,
feature importance scores ri (e.g., ri = |wi| for linear models)
are computed, and the feature with the minimal score ri is
eliminated. The procedure is detailed in Algorithm 1.

Algorithm 1 Recursive Feature Elimination (RFE)
1: Require: Feature matrix X , labels y, target cardinality k.
2: Initialize feature set S ← {1, . . . , p}.
3: while |S| > k do
4: Train model M on X[:, S].
5: Compute ranking scores ri for all i ∈ S.
6: Remove i∗ = argmini∈S ri.
7: Update S ← S \ {i∗}.
8: end while
9: Return S.

Since RFE is executed only once during offline model
preparation, its higher computational overhead is justified by
the ability to capture feature interactions.

Random Forest Importance (Embedded, MDI). Although
we avoid MDI for final aggregation due to its bias under
correlation, we include it as one expert to leverage its ability
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to model nonlinear feature interactions. For a tree T , the
impurity-based importance of a feature j is

Vj(T ) =
∑

{t∈T}

p(t) ·∆Imp(t, j) · ⊮(vt = j), (4)

where p(t) is the proportion of samples reaching node t,
∆Imp(t, j) is the impurity reduction from splitting on feature
j at node t, and ⊮(·) is the indicator function. The ensemble
importance is averaged over B trees: Vj =

1
B

∑B
b=1 Vj(Tb).

Lasso (Embedded, Sparsity-Inducing). Lasso solves the reg-
ularized optimization problem:

min
β

1

2n
|y −Xβ|22 + λ|β|1, (5)

which drives irrelevant coefficients to zero, yielding a sparse
solution. The coordinate descent update for feature j is

β̂j = sign(zj)max(|zj |−λ, 0), where zj =
1

n
X⊤

j (y−X−jβ−j).

(6)
Mutual Information (Filter, Nonlinear). Mutual Information

(MI) quantifies the general statistical dependence between a
feature X and label Y :

I(X;Y ) =
∑
x

∑
y

p(x, y) log
p(x, y)

p(x)p(y)
= H(Y )−H(Y |X),

(7)
where H(·) denotes entropy. Continuous-valued features are
handled using the Kraskov k-NN neighbor mutual information
estimator with k = 3. This estimator captures nonlinear depen-
dencies and has been reported to be effective at recognizing
attack signatures, particularly under bursty traffic conditions.

The proposed multi-expert module combines five comple-
mentary feature selection algorithms to construct five sets of
candidate features. This process constructs stable sets as the
input to the subsequent Feature Importance Evaluation Block.

C. Feature Importance Evaluation Module

The output sets generated by the multi-expert system mod-
ule are then combined using the Feature Importance Eval-
uation Block. As shown in Fig. 1, this block incorporates
three ensemble learners (soft majority voting, AdaBoost, and
stacking) with detailed configurations provided in Table II.
Feature relevance is evaluated through the MDA metric. For
each ensemble e, the importance of a selected feature Xj is
obtained by applying equation (2) with 20 random permuta-
tions, resulting in the score MDA(e)(Xj). To measure feature
importance across ensembles, we define the aggregated score
as:

MDAMAX(Xj) = max
e∈E:Xj∈Fe

MDA(e)(Xj), (8)

where Fe represents the feature subset that e has been selected,
and E is the collection of all ensembles e. Features that have
a higher predictive impact in at least one modelling context
produce a high MDAMAX value and are therefore prioritized.

To validate the effectiveness of the MDAMAX aggregation
operator in Eq. (8), we benchmarked it against a standard
Mean-MDA baseline. While both configurations yield statisti-
cally similar macroscopic classification metrics, their security

implications diverge. Averaging feature importance via Mean-
MDA mathematically smooths expert disagreement, thereby
suppressing isolated deviations caused by minority attack
vectors that only specific wrapper or embedded models detect.
Conversely, selecting the maximum expected drop, MDAMAX,
explicitly preserves these highly specialized protocol signa-
tures, ensuring that nuanced anomalies are retained in the
reduced subspace.

Features are ordered by their MDAMAX scores and then put
into the pruning stage. The pruning module keeps a compact
subset of features to enable efficient deployment on edge
devices.

D. Feature Set Optimization Module

To tackle the edge resource constraints condition, a
lightweight MLP is used for validation during optimization, as
it captures nonlinear feature relationships and yields more sta-
ble performance than tree-based models. The MLP also serves
as a lightweight classifier because it has a low-complexity
structure of only two hidden layers and dropout. By utilizing
an iterative backward elimination procedure operated by the
MLP, we identify a minimal yet high-performing feature sub-
set. Starting from the full ranked list {f (1), f (2), . . . , f (m)},
sorted in descending order MDAMAX in the previous phase, the
algorithm evaluates the impact of removing the least important
feature at each step. Let F (k) be the set of features after k re-
movals, and let ΦMLP(·) be a validation model trained on F (k).
We start from the baseline scenario with all m = 46 features
and compute the baseline performance Pfull = ΦMLP(F ). At
each iteration k, the lowest-ranked feature is removed and the
score P (k) is recomputed on the remaining set via the MLP-
based evaluator. The procedure terminates when P (k) < Pfull,
and the subset from the previous step, F (k−1), is returned as
the final set to maintain baseline detection capability. The full
procedure is provided in algorithm below 2.

Algorithm 2 Iterative Feature-Set Optimization
1: Require: Full feature set F = {f1, . . . , fm}, validation model ΦMLP(·).
2: Compute baseline performance Pfull ← ΦMLP(F ).
3: Obtain feature ranking {f (1), f (2), . . . , f (m)} (descending by

MDAMAX).
4: Initialize F (0) ← F , k ← 0
5: repeat
6: k ← k + 1.
7: Remove the lowest-ranked feature, F (k) ← F (k−1) \{f (m−k+1)}.
8: Evaluate performance, P (k) ← ΦMLP(F

(k)).
9: until P (k) < Pfull

10: return Fselected ← F (k−1)

The algorithm derives a compact feature subset without re-
lying on fixed thresholds, while preserving detection rate per-
formance. In our practical evaluation, six features are retained
(IAT, Tot size, Weight, Number, urg count, and rst count),
and the MLP is used solely for performance assessment during
selection.

For the MDA value estimation process, each feature is
permuted 20 times, and the average values are collected. The
pruning process is validated using a lightweight MLP with two
hidden layers (128 and 64 units), enabling low-cost evaluation
in edge settings. Finally, soft voting, AdaBoost, and stacking
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are applied to the top-10 features, where we choose a high
rank correlation (ρ > 0.85) to ensure consistent importance
estimates across ensembles.

IV. EXPERIMENTAL SETUP AND RESULTS

A. Dataset Description and Preprocessing

Our experiments are conducted using the CIC IoT 2023
dataset [26]. This dataset includes 46 flow-level features and
represents 33 attack types organized into 7 categories (DDoS,
DoS, reconnaissance, web-based, brute force, spoofing, and
Mira).

The experimental validation utilizes a subset of 466,866
network flow records from the CICIoT2023 dataset. To align
with our edge-based threat quarantine objective, all malicious
instances are aggregated into a unified class, formulating a
strictly binary classification task (Benign vs. Attack). The
aggregated data exhibits a heavily skewed class distribution,
accurately reflecting operational IoT environments. A prelim-
inary integrity check yields a 0% drop ratio, as the raw CSV
subset contains no missing or degenerate features.

During preprocessing, Z-score standardization is strictly
fitted on the training split to prevent distributional leakage.
To counter class imbalance without incurring the prohibitive
memory footprint of synthetic oversampling (e.g., SMOTE)
on edge nodes, an inverse-frequency penalty is embedded
directly into the optimization loss function. Specifically, the
weight for each binary class c ∈ {Benign,Attack} is math-
ematically formulated as Wc = N/(2 · nc), where N rep-
resents the total training samples, and nc is the cardinality
of class c. Finally, to ensure robust evaluation across the
imbalanced distribution, we partitioned the data using a 5-
fold stratified cross-validation scheme. This protocol pre-
serves the native skewness of the IoT traffic across all train-
ing and validation folds, establishing a rigorously unbiased
baseline for subsequent performance evaluations. To ensure
the reproducibility of our findings, the source code and
implementation details of the proposed X-EFS framework
have been made available at https://github.com/ICNLABPTIT/
Explainable Ensemble Feature Selection CICIoT2023.git.

B. Multi-Expert Selection and Aggregation

We evaluated 5 feature selection algorithms using the pa-
rameters shown in Table I and combined their outputs using
3 ensemble strategies (Table II).

TABLE I
FEATURE-SELECTION METHODS AND MAIN PARAMETERS

Method Key Parameters

SelectKBest (ANOVA F-test) k = all

Recursive Feature Elimination Estimator: LogisticRegression, se-
lect 6 features

Random Forest Importance 100 trees

L1-based Selection (Lasso) α = 0.01, L1 penalty

Mutual Information neighbours = 3

For each ensemble, we computed the MDA value of every
selected feature using Eq. (2) with R = 20 permutations, then

TABLE II
ENSEMBLE STRATEGIES AND THEIR CONFIGURATIONS

Strategy Learners

Majority Voting (soft) Random Forest, Logistic Regression,
SVC

AdaBoost Random Forest (base learner)

Stacking Random Forest, AdaBoost, Logistic
Regression

TABLE III
TOP FEATURES RANKED BY MAXIMUM MDA VALUE

Feature MDA

IAT 0.018609

Weight 0.015912

Number 0.015248

urg count 0.014925

rst count 0.013194

Tot size 0.013179

flow duration 0.011249

Rate 0.010448

Max 0.010024

Srate 0.009339

AVG 0.008696

Covariance 0.007846

aggregated the results using the MDAMAX strategy. Table III
shows the top features ranked by maximum observed MDA
across ensembles. Using the iterative MLP-based pruning
procedure (Algorithm 2), we reduced the original 46 features
to a final compact subset of 6 features. (IAT, Tot size, Weight,
Number, urg count, and rst count).

C. Evaluation Metrics and Main Results

We examine our proposed framework over standard per-
formance metrics (Accuracy, Precision, Recall, and F1-score).
We summarize the main results comparing the full feature set
(46 features) with the optimised 6-feature subset selected by
Algorithm 2 below.

The optimized 6-feature subset demonstrates consistent
structural stability. Under the 5-fold evaluation protocol, the
compact model preserves an Accuracy of 98.33% ± 0.07%
and an F1-score of 98.54% ± 0.05%. The tight confidence
intervals suggest that truncating the feature space eliminates
spurious, non-generalizable correlations, forcing the classifier
to rely strictly on the remaining linearly independent protocol
attributes for threat detection.

Confusion matrices for models trained with different feature
subset sizes (46, 30, 20, 15, 10, 6 features) are shown in Fig.
2.

Figure 3 compares the evaluation metrics between the 46-
dimensional and 6-dimensional models. The results indicate
that truncating 86.9% of the feature space incurs only a
0.84% degradation in F1-score (from 99.38% to 98.54%).
This proportional retention of classification capacity implies
that the discarded 40 features predominantly encode redundant
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Fig. 2. Confusion matrices for models with different feature set sizes.

Fig. 3. Comparison of evaluation metrics between models using 46 and 6
features.

flow statistics or localized sensor noise rather than unique
cryptographic or topological attack patterns.

The classification objective is intentionally restricted to a
binary taxonomy (Benign vs. Attack). In resource-depleted
edge ecosystems, minimizing false negatives to trigger im-
mediate quarantine supersedes fine-grained botnet attribution.
Resolving structural aliasing among 33 specific attack variants
necessitates higher-dimensional hyperspaces, which strictly
violates the 168.3 KB memory constraint imposed by IoT
micro-architectures.

Regarding misclassification patterns, our error analysis in-
dicates that the compact 6-feature subset primarily increases
False Negatives for low-volume, stealthy reconnaissance at-

tacks. These specific attack vectors exhibit packet counts
and payload sizes that are statistically similar to the benign
baseline traffic. Resolving this classification overlap would
require evaluating additional temporal features, which strictly
violates the 168.3 KB memory constraint imposed by IoT
micro-architectures. Therefore, we explicitly trade off the
fine-grained detection of low-volume anomalies to maintain
microsecond-level latency and strict memory compliance at
the network edge.

D. Robustness and Efficiency Evaluation

To evaluate the practical applicability of X-EFS, we analyze
its efficiency and robustness to input noise across simulations.
Inference latency is measured in a unified software environ-
ment using scikit-learn and a lightweight MLP on a standard
workstation (Intel Core i7-1165G7 CPU, 16 GB RAM, Ubuntu
22.04, Python 3.10). The proposed model optimizes to use
only 6 features and requires 12.7ms per inference, compared
with 48.3ms for the full 46 features, resulting in a 73.7%
reduction in latency. This optimization supports deployment
on resource-limited edge platforms such as the Raspberry Pi
4.

Structural stability against sensor-level degradation is quan-
tified by injecting continuous Gaussian noise N (0, σ2) across
the standardized test space. As detailed in Table IV, the F1-
score fluctuates marginally, peaking at 0.9858 for σ = 0.25.
This dynamic suggests that the additive noise functions as an
implicit stochastic regularizer (analogous to Tikhonov regu-
larization), softening the decision boundaries and preventing
the Multi-Layer Perceptron from overfitting to transient, non-
stationary artifacts in the IoT training distribution.

As illustrated in Fig. 4, we evaluate the system’s operational
stability during continuous streaming scenarios, exposing the
extreme distributional shifts caused by bursty IoT traffic.

Fig. 4. False Positive Rate (FPR) stability observed through sequential
evaluation windows (T1 → T5). The sudden FPR surge in T5 illustrates the
severe concept drift inherent in continuous IoT traffic streams, empirically
demonstrating the necessity for periodic edge re-training.

Direct micro-architectural profiling of the 6-feature MLP
confirms its viability for edge deployment. Truncating the in-
put vector proportionally compresses the computational graph,
yielding an architecture with 11,298 parameters and a memory
footprint of 168.3 KB. Sequential inference profiling on an
unoptimized CPU translates to an execution latency of 2.48
ms per sample (throughput of 402.1 samples/s).
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TABLE IV
ROBUSTNESS OF THE MODEL UNDER GAUSSIAN NOISE PERTURBATION

σ F1-score F1-drop
0 0.98541 0

0.05 0.98508 0.00033
0.10 0.98522 0.00019
0.15 0.98535 0.00006
0.20 0.98559 -0.00018
0.25 0.98587 -0.00046
0.30 0.98548 -0.00007

Continuous streaming non-stationarity is simulated via a
chronological sliding-window evaluation (T1 → T5). This tem-
poral progression captures the distributional shifts inherent to
IoT networks: T1 isolates a concentrated attack burst (11.76%
malicious traffic), whereas subsequent windows (T2 → T5)
evaluate prolonged dormant phases devoid of attacks (0%
attack ratio).

Standard threshold metrics such as the F1-score mathe-
matically collapse under single-class dormant streams, ne-
cessitating the use of the False Positive Rate (FPR) for
stability tracking. Although the system sustains near-zero
FPR throughout T2 → T4, cumulative deviations in benign
protocol behaviors (e.g., shifting baseline inter-arrival times
or varying payload weights in standard IoT periodic reporting)
induce a concept drift, driving the FPR to 8.91% at T5. This
degradation underscores a fundamental limitation in static
edge deployments: monolithic models inevitably decay. The
168.3 KB footprint of X-EFS resolves this by accommodating
high-frequency, localized weight updates directly on the edge
node, bypassing the latency of cloud-dependent retraining to
suppress localized false alarms.

E. Explainability Analysis (SHAP/LIME)

While the MDAMAX metric provides intrinsic interpretabil-
ity exclusively for the feature selection stage, the non-linear
decision boundary generated by the subsequent MLP acts
as an opaque process. To prevent overstating the method-
ological contribution, our framework is formulated as uti-
lizing interpretable feature selection validated via post-hoc
explainability methods. Accordingly, the global explainability
of the predictive pipeline is validated by applying two post-hoc
tools, SHAP and LIME (6 features). LIME explanations for
individual attack predictions consistently indicate that Weight,
Number, and rst count are the dominant contributors...

As shown in Fig. 5, the bar chart illustrates the contribution
of each feature to the model’s prediction. In which positive
values tend to push the model toward an attack, while negative
values tend to push it toward normal. Features such as Weight,
Number, and rst count exhibit strong positive contributions,
aligning with known attack signatures (e.g., high packet counts
or TCP RST flags). Otherwise, SHAP summary plots rank
IAT (inter-arrival time) and Number as the most influential
features across the entire test set. This aligns with network
security intuition: a low IAT indicates bursty traffic (common
in flooding attacks), while a high IAT indicates abnormal
packet volume.

Fig. 5. LIME explanation using 6 selected features

Fig. 6. SHAP explanation using 6 selected features

In Fig. 6, the bar chart shows the contribution of each
feature to the model’s prediction as the red bars push toward
attack (positive SHAP value) and the blue bars toward normal
(negative SHAP value). Features such as IAT and Number
exhibit strong positive contributions, aligning with known
attack signatures (e.g., bursty traffic or high packet volume).

Critically, both SHAP and LIME rankings strongly align
with our MDAMAX. The Spearman rank correlation between
the MDAMAX ranking and the mean absolute SHAP value is
ρ = 0.87, indicating strong global alignment between the
feature-selection metric and the post-hoc explanations. We
also assessed explanation stability by computing Spearman’s ρ
across feature rankings obtained from five independent training
seeds. Stability for the top-10 features exceeds ρ > 0.85,
confirming that interpretability is consistent across model
instantiations.
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F. Performance Comparison

Benchmarking X-EFS against contemporary architectures
on the CICIoT2023 dataset (Table V) establishes its relative
detection boundary. The baseline proposed by Neto et al.
(2023) [26] yields an F1-score of 96.52% and a Precision of
96.51%. The X-EFS framework pushes these metrics to an
F1-score of 98.54% and a Precision of 99.01%. Preserving
high precision confirms that isolating 6 dominant features
through MDAMAX successfully filters out sensor noise that
typically generates false positives. The architecture balances
discriminative capacity with hardware limitations, providing
a mathematically justified deployment path for edge IDS
configurations.

TABLE V
PERFORMANCE COMPARISON WITH RECENT STUDIES

Model Acc (%) Prec (%) Rec (%) F1-score (%)

Alqahtany et al. (2025) 88.64 91.20 88.64 88.51

Neto et al. (2023) 99.68 96.51 96.53 96.52

Ours (6 features) 98.33 99.01 98.33 98.54

Although the experimental results are superior to those of
previous studies, this research has some limitations in its
experimental implementation. Inference time is performed on
a workstation and may therefore vary in real environments.
Furthermore, calculating the MDA value via the permutation
algorithm will also consume energy.

G. Discussion on Generalizability

The current validation is confined to the CICIoT2023
dataset. However, there are strong grounds to believe that
the proposed framework can be extended to a wider range
of scenarios. In particular, the multi-expert module is built
upon five complementary selectors that operate on generic
statistical, model-based, and information-theoretic principles.
This design is not tied to any particular feature semantics and
therefore remains applicable to other flow-level IoT datasets.

The MDA aggregation inherits the same property, as its
permutation-based formulation imposes no assumption on
attack taxonomy. Extending the framework to multi-class
detection requires only adjusting the classifier output, while
the selection pipeline remains unchanged.

In terms of deployment, the 168.3 KB footprint remains well
below typical edge memory budgets. This indicates feasibility
on platforms beyond Raspberry Pi 4, and even on lower-tier
devices such as the ESP32 or ARM Cortex-M.

V. CONCLUSIONS AND FUTURE WORK

This paper proposes an explainable ensemble-based fea-
ture selection framework that combines feature techniques
through a multi-expert system module, then uses the MDA
metric to select the most important features. Aiming for a
balance between model performance and explanation ability,
our proposed framework has shown significant improvements
in experimental evaluation on the publicly available CIC IoT
2023 dataset. Experimental results show that by reducing the

selection of critical features in the full dataset (6 features),
system performance achieved impressive metrics (Accuracy
of 98.33% and F1-score of 98.54%). This demonstrates the
feasibility of deploying IDS on resource-constrained edge
devices. The consistency between MDA-based rankings and
posterior interpretations (SHAP/LIME, Spearman correlation
coefficient = 0.87) indicates reliable explanatory power. Our
next work will focus on deploying this proposed framework
on real-world edge devices with different datasets. In the
future, we will focus on deploying this proposed framework
on real-world edge devices with different datasets, as well
as extending the classification scope to multi-class attack
scenarios. Additionally, lightweight federated learning will
be studied to adapt to the strict memory and computational
constraints of IoT systems.
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[15] U. Njoku, B. Bilalli, A. Abelló, and G. Bontempi, “Wrapper methods for
multi-objective feature selection,” 2023. DOI: 10.48786/edbt.2023.58.

[16] M. Alqahtani, H. Mathkour, and M. M. Ben Ismail, “IoT botnet attack
detection based on optimized extreme gradient boosting and feature
selection,” Sensors, vol. 20, p. 6336, 2020. DOI: 10.3390/s20216336.

[17] D. Dua, H. Singh, and M. R. Bhatnagar, “A hybrid ensemble learning
model for intrusion detection systems in IoT networks,” IEEE Inter-
net of Things Journal, vol. 11, no. 3, pp. 2985–2998, 2024. DOI:
10.1109/JIOT.2023.3337445.

[18] B. Pes, “Ensemble feature selection for high-dimensional data: A
stability analysis across multiple domains,” Neural Computing and
Applications, vol. 32, p. 5951, 2020. DOI: 10.1007/s00521-019-04093-
2.

[19] P. Li et al., “Intrusion detection algorithm based on fusion feature
selection in intelligent measurement systems,” Journal of Network
Intelligence, vol. 10, no. 2, pp. 145–158, 2025.

[20] S.-J. Lee and I.-G. Lee, “Lightweight federated learning-based intrusion
detection system for industrial Internet of Things,” ICT Express, vol. 11,
2025. DOI: 10.1016/j.icte.2025.05.002.

[21] S. Akintade, S. Kim, and K. Roy, “Explaining machine learning-
based feature selection of IDS for IoT and CPS devices,” in Artificial
Intelligence Applications and Innovations. AIAI 2023, Cham: Springer,
2023. DOI: 10.1007/978-3-031-34107-6-6.
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