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Abstract—The Internet of Things (IoT) relies heavily on the 

Routing Protocol for Low-Power and Lossy Networks (RPL). 

Yet, its open design makes it highly vulnerable to routing 

disruptions, especially the blackhole attack, where a malicious 

node advertises deceptive routing metrics and subsequently drops 

all received packets. This work proposes a security-enhanced 

RPL framework that integrates Learning Automata (LA) and the 

Firefly Algorithm (FA) to achieve adaptive, optimized routing 

under adversarial conditions. A lightweight trust-based 

mechanism is incorporated to detect and isolate blackhole nodes 

based on packet-forwarding behavior. The hybrid LA–FA model 

dynamically learns optimal parent nodes, while the trust system 

penalizes nodes exhibiting abnormal packet 

dropping. Simulations conducted in the Contiki Cooja 

environment with varying node densities show that the blackhole 

attack significantly impairs network performance, resulting in a 

nearly 40% reduction in Packet Delivery Ratio (PDR), a 35% 

decrease in throughput, and an increase in energy consumption 

exceeding 70%. The suggested LA–FA RPL greatly reduces these 

impacts, achieving +25% increased PDR, +20% enhanced 

throughput, −15% reduced delay, and −17% reduced energy use 

compared to the standard RPL. The findings validate that 

merging bio-inspired optimization with adaptive trust learning 

provides an effective and significant approach to safeguard 

resource-limited IoT routing against blackhole attacks. 

  Index terms—IoT, RPL, Learning Automata, Firefly 

Algorithm, Blackhole attack. 

I. INTRODUCTION

The Internet of Things (IoT) continues to expand rapidly, 

connecting large numbers of sensors, actuators, and embedded 

devices across diverse applications such as smart homes, 

agriculture, healthcare, and industrial automation [1]. Because 

these devices have strict limits on how much energy they can 

use, how fast they can process data, and how many wireless 

connections they can support, it is important to develop 

routing protocols that are secure and perform well. The IPv6 

Routing Protocol for Low-Power and Lossy Networks (RPL) 

has become the standard for these networks because it is 

flexible, lightweight, and supports multi-hop communication 

[2-3]. 

Manuscript received Februar 26, 2026; revised April 6, 2026. Date of 

publication July 10, 2026. Date of current version July 10, 2026. The associate 
editor prof. Hrvoje Karna has been coordinating the review of this manuscript 

and approved it for publication. 

Authors are with the Pondicherry University, India (e-mail: 
thiagarajanece@mvit.edu.in). 

Digital Object Identifier (DOI): 10.24138/jcomss-2025-0305 

Despite these advantages, RPL remains highly vulnerable to 

routing attacks due to its limited built-in security mechanisms 

[4-5]. A blackhole attack is a routing attack in which a 

malicious node falsely advertises optimal routing metrics (e.g., 

low rank or low ETX) to attract network traffic, then drops all 

received packets, resulting in significant data loss and network 

instability. Unlike more complex attacks such as wormhole or 

Sybil attacks, the blackhole attack requires no coordination 

between malicious nodes and remains highly effective even 

with a single compromised device. 

In low-power IoT settings, traditional security methods such 

as cryptography, access control, and anomaly detection often 

don't work because they require excessive processing power 

and incur high communication costs. So, we need smart, 

lightweight, and flexible ways to reduce the damage. Machine 

learning and metaheuristic optimization have recently emerged 

as viable approaches for enhancing routing resilience [6]; 

however, most existing solutions address optimization and 

security as distinct issues. The proposed work presents a 

hybrid Learning Automata–Firefly Algorithm (LA–FA)- 

enhanced RPL protocol that incorporates a trust-based 

detection mechanism to mitigate blackhole attacks [7]. The 

proposed model uses Learning Automata to choose the best 

parent based on real-time performance feedback [8]. The 

Firefly Algorithm, on the other hand, uses multi-metric 

evaluation (energy, delay, hop count, link reliability, and trust) 

to make routing decisions. A lightweight trust model 

continuously monitors forwarding behavior to find and isolate 

bad blackhole nodes. 

The major contributions of the research work are 

summarized below: 

• A hybrid LA–FA optimization framework for RPL

routing, enabling intelligent parent selection through 

reinforcement learning and multi-objective optimization. 

• A lightweight trust-based security mechanism that

detects blackhole nodes based on packet-dropping 

behavior and penalizes them through reduced trust 

weight. 

• A modified RPL objective function incorporating

LA probability scores, FA fitness values, and trust 

metrics for secure and adaptive routing. 

• An in-depth performance evaluation under blackhole

attack conditions using Contiki Cooja, examining PDR, 

throughput, delay, energy consumption, detection time, 

false positive rate, and routing overhead. 

• A vulnerability analysis showing how performance

evolves as malicious-node density increases, along with
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trust evolution trends. The combination of machine 

learning, bio-inspired optimization, and trust-based 

intelligence makes this work a holistic and practical 

solution for real-world IoT environments. 

Section II presents the background and a literature review 

for the proposed work. The concept and integration of 

Learning automata and the firefly algorithm in RPL are 

discussed in Section III. Section IV describes the 

implementation of the blackhole attack using the topologies; 

Section V studies the simulation setup; and Section VI 

demonstrates the results and discussion. The final section 

concludes with future research directions. 

II. BACKGROUND AND LITERATURE REVIEW

A. RPL Protocol and Vulnerabilities

RPL organizes nodes into a Destination-Oriented Directed 

Acyclic Graph (DODAG) with routing decisions governed by 

objective functions such as OF0 and MRHOF. Although 

lightweight and scalable, RPL lacks robust security features, 

making it vulnerable to several routing attacks [9]. Research 

on RPL for IoT has expanded significantly in recent years, 

with contributions spanning objective-function enhancements, 

trust-based routing, metaheuristic optimization, machine-

learning–driven intrusion detection, authentication 

frameworks, and protocol vulnerability analysis.  

Fig. 1. Attacker in Routing Protocol of the IoT Network. 

Despite this broad spectrum of solutions, existing methods 

still struggle to simultaneously guarantee routing efficiency, 

energy stability, adaptability, and strong resistance to 

disruptive internal attacks such as blackhole and rank 

manipulation depicted in Figure 1. This section consolidates 

and critically evaluates related work from 2018–2025 under 

major thematic categories. 

B. Objective Function Enhancements and Trust-Based

Routing 

A significant amount of RPL research concentrates on 

refining parent selection via improved or hybrid objective 

functions. Alotaibi et al. (2025) proposed a trust-aware overlay 

framework that combines behavioral consistency with link 

metrics to enhance reliability in benign environments [10]. 

Vafaei Nejad et al. (2025) also used a combination of energy 

and trust parameters to punish selective-forwarding attacks 

[11]. Poornima et al. (2025) used fuzzy logic to combine 

cross-layer metrics such as ETX, queue length, and residual 

energy, thereby improving PDR and load stability [12]. 

Cheppali et al. (2025) and other researchers examined the 

optimal approach to selecting parents to improve energy 

balance [13]. Trust-based routing extensions such as SecTrust-

RPL [14] (Airehrour et al., 2022), Bandarupalli et al. (2023), 

and other anomaly-detection trust models (Khatereh Ahmadi 

et al., 2024) enhanced reliability by monitoring forwarding 

consistency [15-16]. But these models often use static 

thresholds, take a long time to converge, or fail to detect 

advanced insider attacks, such as blackhole nodes that send 

only control packets. Overall, OF- and trust-based schemes 

make routes more stable, but they lack built-in attack 

detection, adaptive learning, and resilience under dynamic 

adversarial conditions. 

C. Metaheuristic and Swarm-Intelligence Optimized

Routing 

Metaheuristic optimization has been widely studied to 

enhance the efficiency of RPL routing. Joshi et al. (2025), 

Mokrani et al. (2025), Sahraoui (2023), and related works 

applied PSO, FA, or hybrid swarm-intelligence models to 

balance energy consumption and enhance path stability [17-

19]. Other studies integrated optimization with Machine 

Learning (Choudhary et al., 2024; Karthikeyan et al., 2024) 

[20] and [21], and Ahmed et al. (2023) proposed enhanced

clustering and energy-aware routing in RPL [22]. Abujassar et

al. (2024) proposed a multi-path routing protocol for energy-

efficient IoT applications [23]. Despite strong optimization

performance, metaheuristic-based RPL variants often operate

without threat awareness. They perform well under benign

circumstances but remain vulnerable to malicious nodes that

manipulate metrics or drop packets. Moreover, many

optimization algorithms require iterative convergence, limiting

their real-time applicability in dynamic IoT environments

under attack.

D. Machine Learning, Deep Learning, and Reinforcement

Learning for IDS and Routing 

IDS powered by ML/DL has become prominent due to its 

ability to identify intricate attack patterns. Satish Babu et al. 

(2025) combined EdDSA with DRL-based IDS to identify 

harmful behavior [24]. Hossain et al. (2025) created a dataset-

based DL model for IDS [25], while Raghavendra et al. (2024) 

focused on RPL-related anomalies [26]. Wang et al. (2024) 

and GATR (Wang et al., 2025) utilized deep reinforcement 

learning and graph-attention techniques to improve routing 

dynamically [27] and [28]. Latif et al. (2024) and Fatani et al. 

(2021) developed DL-based IDS models featuring high 

detection precision [29] and [30]. These techniques offer 

robust threat-detection abilities, yet their inference costs, 

memory requirements, and training demands render them 

impractical for extremely limited IoT devices. Federated or 

transfer learning methods (FTL-CID, 2023) improved 

adaptability but come with significant model-update costs 

[31]. Abubakar et al. suggested using ML to improve QoS and 
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security for RPL [32], but resource-intensive ML remains 

unfeasible for core RPL routing on low-power devices. 

 

E. Attack Modeling, Detection Studies, and Vulnerability 

Analyses 

 

Several works analyze specific RPL attacks to understand 

their impact. Albinali & Azzedin (2025) studied replay attacks 

[33]; Hkiri et al. (2024) evaluated Hello Flood impacts [34]; 

Madhu Yadav et al. (2024) focused on rank attacks [35]; 

Budania et al. (2024 proposed Artificial Intelligence-based 

RPL for IoMT [36]. Ouni et al. (2025) studied risk-based 

routing with rank evaluation [37], and A. Almusaylim Z et al. 

(2020) analyzed version-number attacks [38]; I.A. Reshi et al. 

proposed safeguarding IoT by mitigating the blackhole attack 

with a defense algorithm [39]. Challa R.K et al proposed 

resource-based attack security (2022) in IoT [40]. Alsukayti et 

al. (2023) experimentally reproduced multiple RPL threats 

[41]. Earlier foundational surveys (Kannan et al., 2024) 

proposed the ML-based Intelligent RPL attack detection [43]. 

Taief Alaa Al-Amiedy et al. (2023) categorized vulnerabilities 

and mitigation attempts [44]. Mansour Lmkaiti et al proposed 

advanced Optimization of RPL-IoT using ML algorithm [45]. 

These studies confirm RPL’s susceptibility to blackhole, 

sinkhole, rank abuse, selective forwarding, DoS/DDoS, and 

replay attacks. However, the majority are diagnostic and do 

not propose integrated solutions that combine security with 

routing optimization. Attack-specific proposals often lack 

scalability or generalizability beyond the chosen threat model. 

 

F. Authentication, Access Control, and Cryptographic 

Enhancements 

 

Another line of research improves IoT security by 

leveraging lightweight cryptography and access controls. 

Imane Zerraza et al. (2024) and Zhangquan Wang et al. (2023) 

[46] and [47] developed lightweight authentication methods 

that simplified the handshake process. Blockchain-based 

access control systems (Xu Yang et al., 2021) improved 

identity management but added latency overhead [48]. Rashid 

Mustafa (2024) suggested a cross-layer security architecture 

for RPL [49]. These methods improve data privacy and 

identity-level security. However, they do not address problems 

at the routing layer, such as internal packet-dropping attacks in 

which authenticated nodes act maliciously. So, cryptographic 

methods alone could not make RPL routing safe. 

 

G. Survey, Taxonomy, and Review 

 

Several comprehensive reviews provide insights into 

emerging trends and research gaps. Yalli et al. (2025), Alnajjar 

(2025), Yadav & Kumar (2023), Tournier et al. (2021), Kadri 

et al. (2024), Azmera Chandu et al. (2025), and Faraj (2020) 

collectively analyze OF, authentication of IoT, IDS 

techniques, DoS classification, swarm intelligence, and ML-

based security frameworks [50-56]. These surveys consistently 

highlight the weaknesses of a unified approach that balances 

optimization, lightweight operation, and security resilience, 

particularly under internal attacks such as black hole or 

selective forwarding. 

III. PROPOSED METHODOLOGY 

 

A. Proposed LA–FA Security-Enhanced RPL Framework: 

 

The LA-FA RPL framework enhances the standard RPL 

protocol by incorporating Learning Automata and a Firefly 

Algorithm to enable intelligent, adaptive routing decisions, 

particularly in the presence of network attacks. This section 

details the components and operation of this integrated 

approach. 

 

B. Learning Automata (LA) Module 

 

The Learning Automata module provides an adaptive 

learning environment for network nodes, allowing them to 

improve their decision-making processes based on feedback 

from the network. Each node employs a learning automaton 

consisting of: 

a) Action Set: Possible next-hop neighbors for packet 

forwarding. 

b) Probability Vector: Assignment of selection 

probabilities to each action, initially uniform but updated 

based on network feedback. 

c) Reward/Penalty Mechanism: A reinforcement 

scheme that updates action probabilities based on observed 

performance metrics. 

 

The LA operates on the following principle: when a node 

needs to forward a packet, it selects a next-hop neighbor 

probabilistically based on the current probability vector. After 

transmission, the node receives feedback from the network 

(e.g., successful delivery acknowledgment, delay 

measurement) given in the Eq. (1) & (2). Based on this 

feedback, the probability vector is updated using a reward-

penalty scheme: 

For selected action i selected at time t: 

 

      Positive feedback:  

𝑝𝑖(𝑡 + 1) = 𝑝𝑖(𝑡) + α(1 − 𝑝𝑖(𝑡)), 𝑝𝑗(𝑡 + 1) =

𝑝𝑖(1 − α), 𝑝𝑗(𝑡), 𝑗 ≠ 𝑖             (1) 

 
Negative feedback: 

𝑝𝑖(𝑡 + 1) = (1 − β) 𝑝𝑖(𝑡)) ,                  𝑝𝑗(𝑡 + 1) =
β

𝑛−1
+ (1 − β) 𝑝𝑗(𝑡), 𝑗 ≠ 𝑖                                        

(2) 

 

where α and β denote the reward and penalty parameters, and 

n is the number of available actions. 

Through iterative reinforcement, nodes progressively learn 

to prioritize reliable forwarding paths while avoiding 

neighbors that exhibit poor performance such as malicious 

blackhole nodes that attract traffic and deliberately drop 

packets. 

 

A.  Firefly Algorithm (FA) Module 

 

The Firefly Algorithm (FA) complements the LA by 

performing multi-objective optimization of routing paths 

based on energy, delay, hop count, reliability, and trust. FA is 
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inspired by the flashing behavior of fireflies, where brighter 

fireflies attract others. In the routing context: 

I. Fireflies: Represent candidate routing paths. 

II. Brightness: corresponds to the path quality derived 

from multiple metrics. 

III. Attraction: drives nodes toward higher-quality, more 

secure paths. 

 

The Eq. (3) defines the multi-objective fitness function: 

 

𝐹(𝑥) = 𝑤1𝐸(𝑥) + 𝑤2𝐷(𝑥) + 𝑤3𝐻(𝑥) + 𝑤4𝑆(𝑥)             (3) 

 

where 𝐸 is energy efficiency, 𝐷 is delay, 𝐻 is hop count, 𝑆 is 

security/trust, and 𝑤1..4are their respective weights. 

 

The model for firefly movement, as given in Eq. (4), 

describes the interactions between the fireflies 

 

𝑥𝑖 = 𝑥𝑖 + β0𝑒−γrij
2

(𝑥𝑖−𝑥𝑗) + α(rand − 0.5)                     (4) 

 

where β₀: Base attractiveness, γ: Light absorption coefficient, 

r_ij: Distance between fireflies i and j, α: Randomization 

parameter, rand: Random number generator in [0,1]. The FA 

process yields Pareto-optimal routing paths that balance 

performance and security, enabling avoidance of low-trust or 

malicious nodes. 

 

A. Integration with RPL 

 

The integration of LA-FA with RPL involves modifying the 

standard objective function to incorporate the learned 

probabilities from LA and the optimized metrics from FA. Fig. 

2 illustrates the integration process.  

 
Fig. 2. Block diagram of Secured LA-FA integrated with RPL. 

 

The integration process follows these steps: 

 

1. Initial DODAG Formation: Standard RPL 

mechanisms are used to establish the initial DODAG 

structure. 

2. Learning Phase: As the network operates, nodes 

collect performance feedback and update their LA 

probability vectors. 

3. Optimization Phase: Periodically, the FA optimizes 

routing metrics based on current network conditions. 

4. Rank Calculation: The node's rank in the DODAG is 

calculated using a modified objective function that 

incorporates both LA-derived probability weights and FA-

optimized metrics.  

5. Parent Selection: When selecting preferred parents, 

nodes consider both the standard RPL rank and the 

enhanced LA–FA route-evaluation metrics. This integrated 

approach enables RPL to adaptively learn about network 

conditions, optimize routing paths across multiple 

objectives, and effectively identify  and avoid malicious 

nodes that perform blackhole attacks by attracting and 

dropping data packets. 

 

B. Algorithm: LA–FA Trust-aware RPL 

 

1. Initialize network (topology, RPL parameters) and set 

initial trust values  for all nodes. 

2. Construct DODAG using RPL control messages 

(DIO/DAO/DIS). 

3. For each routing interval / decision epoch: 

a. Learning Phase: Each node updates its Learning LA 

probability vector using recent forwarding feedback. 

b. Candidate Selection: LA selects a candidate next-hop set 

(parent-set) based on the probability vector. 

c. Optimization Phase: The Firefly Algorithm (FA) 

evaluates candidates using a multi-objective fitness (delay, 

energy, ETX, trust). 

d. Parent Selection: Select next-hop with highest FA score 

& trust  

e. Forwarding & Monitoring: Forward data packets; 

monitor forwarding success/failure over a sliding window. 

f. Trust Update: Update trust scores dynamically (reinforce 

successful forwards; penalize drops/rank violations). 

g. Mitigation: If , exclude node from routing and trigger 

mitigation (recompute parent set, propagate alerts if 

applicable). 

4. Periodically perform DODAG repair to reflect new 

trust-aware routes. 

5. Repeat (step 3) continuously to maintain adaptive, 

secure routing. 

 

Fig. 3 presents the architecture of the proposed LA–FA–

RPL security-enhanced routing framework. Sensor and 

6LoWPAN inputs enter the protocol stack, which triggers two 

parallel processes: the Intelligence Layer (Learning Automata 

+ Firefly) for route optimization, and the IDSS/Security Layer 

for trust evaluation, monitoring, and HMAC validation. 

Outputs are fused into an Integrated Decision Score such as  

 

𝑆𝑖𝑗 = 𝑤1𝑓(𝑥) + 𝑤2𝑃𝑖 + 𝑤3𝑇𝑖𝑗                                           (5) 

 

guiding parent selection in the Eq.(5). 

 

When anomalies are detected, the response module 

performs isolation or rerouting. The routing unit updates the 
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composite cost 𝐶(P) while power and link parameters refine 

MAC-level forwarding for secure, efficient data transmission. 

The algorithm for the proposed mechanism is presented 

below. 

  

 
 

Fig. 3. Proposed architecture LA–FA RPL Systems. 

 
 

 Algorithm I Secured LA-FA RPL 

Initialize Network () 

{ 

init_RPL_parameters(); 

build_DODAG();                 // DIO / DAO exchange 

  for each node i: 

    T[i] = T_init;               // initial trust 

    LA[i].init_probabilities(); 

} 

 

On Network_Event(packet, current_node): 

{ 

  if packet.is Control(): 

    if current_node.is Malicious():        // attacker manipulates rank 

current_node.rank = MALICIOUS_RANK; 

    else 

processControl(packet); 

    return; 

  } 

  

 // Data packet processing 

  if current_node.isMalicious () and packet! = NULL: 

    drop(packet); 

record_drop(current_node); // monitoring framework logs event 

    return; 

  } 

   

// Select candidate next-hops using LA probabilities 

  candidates = LA_select_candidates(current_node); 

  // Evaluate candidates with FA using multi-objective fitness 

best_next = FA_evaluate_and_select(candidates); 

  

 // Check trust before forwarding 

  if trust(best_next) >= TRUST_THRESHOLD: 

forward (packet, best_next); 

monitor_forwarding(current_node, best_next, packet); 

  else 

best_next = reselect_next_hop(candidates, 

TRUST_THRESHOLD); 

forward (packet, best_next); 

} 

PeriodicTasks () // runs every routing_epoch seconds 

{ 

 

 

 

  // Update LA from observed rewards/penalties 

  for each node: 

LA_update(node); 

  // Update trust scores using recent monitoring data 

  for each neighbor: 

update_trust(neighbor, observation_window); 

 

  // Exclude low-trust nodes and trigger mitigation 

  for each node with T[node] < MIN_TRUST: 

    blacklist(node); 

recompute_parents(node.affected_neighbors); 

  // Periodically re-run FA optimization if network state changed 

  if network_change_detected(): 

FA_optimize_global(); 

  // Optionally perform DODAG repair 

  if repair_needed(): 

repair_DODAG(); 

} 

 

 

A. Implementation Details 

 

The proposed LA–FA–RPL framework is implemented 

within the simulation environment by integrating learning, 

optimization, and trust mechanisms into the routing process. 

Each node maintains a set of candidate parents obtained 

through standard RPL control messages. The Learning 

Automata module updates parent selection probabilities based 

on feedback from forwardings, while the Firefly Algorithm 

evaluates candidates using multiple metrics, such as energy, 

delay, hop count, and trust. 

A lightweight trust mechanism monitors forwarding 

behavior and dynamically updates trust values. Nodes with 

trust values below a predefined threshold are excluded from 

routing decisions. This integrated approach enables adaptive, 

secure, and efficient routing under blackhole attack 

conditions. 

The process begins with network initialization, where nodes 

configure RPL parameters and perform neighbour discovery 

illustrated in Fig. 4. Each neighbour j is authenticated through 

a lightweight handshake, and only nodes whose authentication 

response 𝐴𝑗 = 1 are admitted into the routing set 𝑁𝑖.
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Fig. 4. Flowchart of the proposed method. 

 

Once the authenticated topology is established, each node 

initializes a Learning Automata probability vector 𝑃(𝑡) =
{𝑃1(𝑡), 𝑃2(𝑡), … . . 𝑃𝑘(𝑡)} representing the likelihood of 

selecting each candidate parent. After each forwarding event, 

LA updates these probabilities using reward–penalty 

adjustments based on observed forwarding success 𝑅𝑖(𝑡), 

enabling the node to gradually reduce selection probability for 

unreliable or malicious neighbours. To improve LA-based 

judgments, the FA uses a multi-objective fitness function such 

as 𝐹(𝑥) = 𝑤1𝐸(𝑥) + 𝑤2𝐷(𝑥) + 𝑤3𝐻(𝑥) + 𝑤4𝑆(𝑥). Every 

node track forwarding behavior while data is being 

transmitted, and using recorded forwarding ratios and anomaly 

indicators, it calculates trust 𝑇𝑖𝑗(𝑡). A sudden increase in 

packet-dropping probability 𝑃𝑑𝑟𝑜𝑝 = 1 − 𝑒−𝜆𝐷 signals 

blackhole-like behavior. If 𝑇𝑖𝑗(𝑡) < 𝑇𝑡ℎ, the neighbor is 

identified as malicious, unplugged from forwarding, and the 

LA–FA optimization loop is re-iterated to reconstruct secure 

routes. This looping of learning–optimization cycle makes the 

network to adaptively counter blackhole attacks by isolating 

malicious nodes, rebalancing routing decisions, and 

maintaining reliable operation.   

 

IV. SIMULATION SETUP AND PERFORMANCE EVALUATION 

 

All simulations were conducted using the Cooja simulator 

(Contiki OS 2.7), which provides realistic emulation of IoT 

motes, wireless channel behavior, radio duty cycling, and RPL 

internals [57] and [58]. This section details the simulation 

environment, parameters, scenarios, and performance metrics 

used in our analysis, as summarized in Table I, and the 

scenario diagram is illustrated in Fig. 5. 

The simulations were conducted using Contiki OS 2.7 with 

the Cooja network simulator. Each experiment was executed 

for 1000 seconds and repeated 30 times using different 

random seeds to ensure statistical reliability. The reported 

results represent average values across runs, with performance 

trends remaining consistent within a 95% confidence interval. 
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TABLE I 
NETWORK SIMULATION PARAMETERS 

 

Parameters Values 

OS Contiki 2.7 

Simulator tool Cooja Network simulator 

Radio Medium UDGM (Unit Disk Graph 

Medium) with distance loss 

mote type Tmote-Sky 

CPU clock 8 Mhz 

Data rate 1Pkt/4s (per node) 

Protocol stack  RPL + 6LoWPAN + CSMA 

Initial Energy 1Joule 

Number of Nodes 20 - 80 

Packet size 3000 bits (≈ 375 bytes) 

Attacks Blackhole attack 

transmission range 50 m 

speed (0.5, 1, 2) m/s 

simulation area [100 m, 100 m], [200 m, 200 m] 

simulation time 1000s 

 

The selected node densities (20–80 nodes) represent small 

to moderately dense IoT deployments commonly used in RPL 

evaluation studies, enabling analysis of scalability under 

varying network sizes. The chosen simulation duration ensures 

sufficient time for network convergence and stable routing 

behavior. These parameters are aligned with commonly 

adopted benchmark configurations in RPL and IoT routing 

studies, ensuring realistic and comparable evaluation 

conditions. 
 

 
 

Fig. 5. Network created in the Simulator contains the malicious node. 

 

V. RESULTS AND DISCUSSION 
 

This section presents and analyzes the simulation results, 

comparing the performance of standard RPL and LA-FA-

enhanced RPL under normal and malicious network 

conditions. The impact of security integration with LA-FA is 

also evaluated. 
 

A. Packet Delivery Ratio 

 

Packet Delivery Ratio (PDR) is a critical metric that directly 

reflects the network's reliability under different conditions. 

Fig. 6 presents the comparative PDR results across the four 

simulation scenarios. 

 

 
 

Fig. 6. Packet Delivery Ratio vs Routing Scenario. 

 

In the baseline scenario (Traditional RPL without attack), 

the network had a PDR of about 95%, which means that 

packets were sent and received reliably under normal 

conditions. But when a black hole attacked the standard RPL, 

its PDR dropped to 40%, a 55% decrease in reliability. This 

big drop shows how bad black hole attacks can be for network 

performance. The LA-FA, which improved RPL without any 

clear security measures, withstood the attack to some degree, 

achieving a PDR of 63%. This is a 23% improvement over 

standard RPL under attack. This is because LA can learn, and 

FA can optimize the process of finding routes that might be 

compromised. The LA-FA with built-in security made the 

biggest difference, achieving a PDR of 82% even during a 

blackhole attack. It is more than a 50% improvement over the 

standard RPL under attack, which shows how well combining 

smart routing with security measures works. 

 

B. Throughput 

 

The results of the network throughput test, shown in Fig. 7, 

are similar to the PDR but provide more information about 

how well the network handles data transfer under attack. The 

standard throughput for Traditional RPL was around 18.5 

kbps. When attacked by a black hole, this value dropped to 7.2 

kbps, a 61% reduction in network capacity. The black hole not 

only drops packets but also attracts significant network traffic, 

slowing the network and reducing overall throughput. When 

LA-FA was under attack without security, it achieved a 

throughput of 11.8 kbps, which is 64% better than standard 

RPL under the same conditions. LA-FA can find and use other 

routes when it sees that the main ones aren't working as well 

as they should. Hence, LA-FA's throughput during the attack 

was 14.7 kbps, which is an amazing 104% better than when 

the attack was only happening. 

 

C. End-to-End Delay 

 
 

Fig. 8 shows the end-to-end (E2E) delay results, which 

show how quickly packets move through the network under 
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both normal and adverse conditions. When there was no 

attack, Traditional RPL had an average delay of 145ms. This 

shows that the protocol's standard routing is stable. 

 

 
 

Fig. 7. Throughput vs Routing Scenario. 
 

 

However, the E2E delay rose to 257ms, a 77% increase, when 

a black hole attack hit the network. The blackhole node gets a 

lot of upstream traffic by using fake metrics & then drops 

packets. This causes retransmissions to occur repeatedly, 

leading parents to choose new parents more often.     

 

 
Fig. 8. End-to-End Delay vs Routing Scenario. 

 

The LA–FA enhanced RPL without security mechanisms 

showed better delay performance under attack, reducing the 

E2E delay to 198ms, a 23% improvement over standard RPL 

in blackhole conditions. This improvement is due to the 

intelligent path-selection behavior that LA introduced, which 

gradually punishes unreliable forwarding paths, and the FA, 

which helps direct traffic toward higher-fitness routes that are 

less likely to lose packets. Adding security integration to the 

LA–FA framework made it work best. In this case, the average 

delay decreased to 168ms, a 35% decrease from the attack-

only RPL case. The integrated trust mechanism quickly 

identifies nodes that are acting suspiciously and dropping 

packets frequently, which is why this improvement occurs. 

 

 

D. Energy Consumption 

 

Energy consumption is very important in IoT networks 

because many of the devices run on batteries. Fig. 9 shows the 

energy used in each simulation scenario. 

 

 
Fig. 9. Energy Consumption vs. Routing Scenario. 

 

In normal circumstances, standard RPL used an average of 

0.24 joules per node. This value increased to 0.41 Joules when 

it was attacked by a black holeblack hole, meaning energy use 

increased by 71%. LA-FA without security used only 0.33 

Joules of energy when under attack, which is 20% less than 

standard RPL under attack. 

  
TABLE II  

PARAMETERS ABLATION STUDY OF PROPOSED LA-FA-RPL 
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Standard RPL 
(No Attack) 

✗ ✗ ✗ 95 18.5 145 0.24 

RPL under 

Blackhole 

Attack 
✗ ✗ ✗ 40 7.2 257 0.41 

LA only ✓ ✗ ✗ 55-58 9.0-9.8 
230-
240 

0.38 

FA only  ✗ ✓ ✗ 58-60 
10.2-

10.9 

225-

235 
0.37 

LA–FA RPL 

(No Security) 
✓ ✓ ✗ 59 8.9 200 0.65 

Proposed LA–

FA–RPL with 
Security 

✓ ✓ ✓ 94 9.0 110 0.60 

 

An ablation study is presented in Table II. This energy 

efficiency comes from better routing decisions and fewer 

retransmissions. LA-FA further reduced energy use to 0.28 

Joules by adding security, a 32% improvement over the attack-

only case. A comparison is studied in Table III. 
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TABLE III 
COMPARISON WITH EXISTING RPL-BASED SECURITY MECHANISMS UNDER 

BLACKHOLE ATTACK 
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It is important to note that existing secure RPL approaches, 

such as SVELTE, Trust-RPL, and ML-Sec RPL, are typically 

evaluated under different attack scenarios, including sinkhole 

and wormhole attacks. Direct comparison under identical 

conditions is therefore not fully available in the literature. In 

this study, standard RPL under blackhole attack is used as the 

primary baseline to ensure consistent evaluation. This 

limitation is acknowledged and will be addressed in future 

work by evaluating multiple security schemes under uniform 

attack conditions. 

 

E. Vulnerability Analysis 
 

As the number of malicious nodes increases, blackhole 

attacks cause serious performance problems, leading to sharp 

drops in PDR and throughput. With standard RPL, the PDR 

drops from over 95% to almost 35% at M=0.20N, and the 

throughput drops from about 19.5 kbps to almost 7 kbps due to 

the high packet-dropping probability. In contrast, the LA–FA 

secure scheme shows significantly higher resilience: PDR 

remains above 70%  as illustrated in Fig. 10. 

Throughput stays above 13 kbps under the same attack 

intensity Fig. 11. This robustness arises from the integrated 

learning and trust-based mitigation, where LA penalizes 

unreliable next hops via updated action probabilities 𝑃𝑖(𝑡 +
1), and FA prioritizes high-fitness routes using 

𝐹(𝑥)Combined with trust-based filtering𝑇𝑖𝑗 < 𝜏, the system 

effectively suppresses malicious influence and preserves stable 

data-flow reliability across the network. 

 
 

Fig. 10. PDR vs. % of Malicious Nodes. 

 

 
Fig. 11. Throughput vs. % of Malicious Nodes. 

 

The delay results indicate that standard RPL undergoes a 

steep, nearly linear rise in end-to-end latency as the malicious-

node ratio increases, exceeding 250 ms at 𝑀 = 0.20 𝑁 Fig. 

12. This surge is primarily caused by repeated retransmissions 

and unstable route repairs, which amplify overall path delay 

𝐷𝑒2𝑒 ∝ 𝑅𝑟𝑒𝑡𝑥. In contrast, the LA–FA secure model shows a 

much slower delay escalation, consistently maintaining 

𝐷𝑒2𝑒<180 ms due to more stable parent selection and rapid 

recovery from packet drops driven by  LA probability updates 

𝑃𝑖(𝑡) and FA-based path optimization 𝐹(𝑥).  

 

 
 

Fig. 12. Delay vs. % of Malicious Nodes. 
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Energy consumption shows a similar trend in Fig. 13, where 

standard RPL increases from 0.24 J to above 0.42 J due to 

retransmissions and DODAG reconstruction. The LA–FA 

model maintains energy below 0.32 J by isolating malicious 

nodes and ensuring reliable, trust-based routing. 

 

 
 

Fig. 13. Energy vs. % of Malicious Nodes. 

 
 

F. Detection Time vs. Node Density 

 

Detection time increases gradually with node density due to 

higher communication interactions and contention, where the 

detection latency can be approximated as 𝑇𝑑 ∝ λn.  Despite 

this natural growth, the proposed LA–FA scheme consistently 

achieves significantly lower detection times than baseline 

methods, as illustrated in Fig. 14.  The reduction results from 

faster anomaly convergence through LA’s reinforcement 

update 𝑃𝑖(𝑡 + 1)and FA’s optimized neighbor evaluation 

𝐹(𝑥), minimizes the redundant monitoring cycles. Therefore 

the proposed scheme is suitable for real-time IoT 

environments where rapid response is critical, enabling timely 

detection even in large-scale deployments. 

 

 
Fig. 14. Detection time vs no. of nodes. 

 

G. Detection Rate vs Node Density 

 

When the number of nodes increases, the detection rate 𝐷𝑟  

gradually decays. This is due to that, there is more traffic, 

more contention for channels, and heavy monitoring events 

that are overlapping each other. Hence it makes the effective 

observation probability 𝑃𝑜𝑏𝑠 ∝ 1
λn

⁄  lower. Even though this 

value is less, the proposed LA–FA mechanism still has the 

best detection accuracy in all settings shown in the Fig. 15. 

 

 
 

Fig. 15. Detection rate vs Node density. 

 

These results confirm the robustness and scalability of the 

system for detecting malicious activity in large, complex IoT 

networks. In addition to the comparison with standard RPL, it 

is important to note that recent state-of-the-art approaches, 

including trust-based and machine learning-enhanced RPL 

variants, have also demonstrated improvements in routing 

security. However, many of these approaches involve higher 

computational complexity and communication overhead. The 

proposed LA–FA–RPL framework maintains a balance 

between security and efficiency by employing lightweight 

learning and optimization mechanisms suitable for resource-

constrained IoT environments. The computational overhead 

introduced by the proposed method is limited due to localized 

optimization and bounded iterations of the Firefly Algorithm, 

making it feasible for low-power devices. However, the 

current study is limited to simulation-based evaluation under 

black hole attack scenarios. Future work will extend the 

evaluation to other attack types and real-world deployments to 

further validate the robustness and scalability of the proposed 

approach. 

VI. CONCLUSION 

 

This work investigated the impact of blackhole attacks on 

RPL-based IoT networks and proposed a hybrid LA–FA–RPL 

framework with integrated trust evaluation for effective 

mitigation. Blackhole attacks severely degrade network 

performance by advertising false routing metrics and dropping 

data packets, leading to reduced PDR, increased delay, and 

higher energy consumption. Simulation results confirm that 

standard RPL is highly vulnerable, whereas the proposed LA–

FA security-enhanced RPL significantly improves resilience 

by learning reliable next-hop behavior, optimizing multi-

metric routing decisions, and continuously monitoring packet-

forwarding trust. The combined use of Learning Automata and 

Firefly Algorithm successfully avoids suspicious routes and 

isolates malicious nodes, restoring more than 60% of the 

performance lost during attacks. High detection accuracy and 
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low false-positive rates further demonstrate the practicality of 

the approach for real-world IoT deployments.  
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