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Image Steganography Based on NR-Polar DCSK
System over Multipath Fading Channel

Noor Dheyaa Majeed, Ali Jaber Al-Askery, and Fadhil Sahib Hasan

Abstract—Protecting sensitive data has become an urgent
necessity in wireless communication, which predates the
emergence of Internet development, where signals transmitted
over a channel are distorted by fading, noise, attackers, and
interference, which leads to the loss of sensitive information. This
paper introduces an efficient approach for image steganography
over a wireless channel based on the New Radio (NR) polar code
with Differential Chaos Shift Keying (DCSK) modulation to
protect secret information over a Rayleigh fading model in the
presence of an Additive White Gaussian Noise (AWGN) channel.
The DCSK is a non-coherent detection method widely used in
broad-spectrum communications due to its high security and
effectiveness against fading. On the other hand, steganography is
one of the most essential techniques for protecting secret
information by embedding it in multimedia. In this work, the
secret images are hidden in cover stego using the Least Significant
Bits (LSB) technique. The simulation outcomes indicate that the
Bit Error Rate (BER) is improved by 8 dB gain in this design over
the AWGN channel and approximately 4 dB over the combination
channel of AWGN and Rayleigh fading. Besides that, the Peak
Signal to Noise Ratio (PSNR) reached 80.2750 dB at 26 dB SNR
with 32 Spread Factor (SF). This work introduces a hybrid data
protection system that consists of steganography and DCSK
techniques, where the data has effectively been retrieved by the
receiver.

Index terms—NR polar code, DCSK modulation, AWGN,
Rayleigh fading, Steganography, LSB, Secret image.

I. INTRODUCTION

With the rise of distributed control systems and virtual cloud
servers, the amount of data transmitted over the Internet has
skyrocketed in the last decade, making safeguarding this
sensitive information of paramount importance [1].
Steganography, a domain of information concealment, is
employed to embed private data within cover media such as
images, text, audio, and videos [2]. The embedding operation
is a crucial step in steganography approaches, where any error
can compromise the integrity of the image [3]. There are two
primary methods for embedding sensitive information into a
cover medium [4].

The popular category of embedding is the spatial domain,
which involves executing the embedding operation directly
within pixels, such as Pixel Value Differencing (PVD) and
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Least Significant Bits (LSB). This type is characterized by fast
execution and simple implementation [5]. The second category
is frequency domains, where the pixels of the cover image are
converted into frequency representations such as the Discrete
Wavelet Transform (DWT) and the Discrete Cosine Transform
(DCT). This kind, despite its intricate structure, has significant
resistance to incursions [6].

Despite using steganography, the secret data remains at risk
of being lost during wireless communication due to various
factors such as fading, interference, attackers, and noise, all of
which contribute to a high BER [7]. So, the encoding of
channels became an essential component of any
communication network, where it incorporates redundancy bits
into the source message, enabling the decoder to identify and
rectify a specific number of mistakes depending on that
redundancy [8]. Polar Code is one of the most important kinds
of encoding, which can provide channel capacity and relies on
minimal encoding and decoding complexity, where it has
garnered significant interest from both academia and business
over the past decade, leading to their selection as the channel
coding scheme in the 5th generation wireless networks (5G)
standardization process by the 3rd Generation Partnership
Project (3GPP) [9].

The concluding phase of the data transmission in
polarization coding is modulation, where a traditional
sinusoidal carrier may be substituted with a chaotic carrier to
attain enhanced modulation security [10]. The primary benefit
of utilizing chaos theory with modulation techniques is
achieving pseudo-random behavior, which offers anti-fading
and anti-detection capabilities, as well as tolerance to multipath
losses [11]. Chaotic systems seem random; nonetheless, they
are deterministic and exhibit sensitivity to initial
circumstances, meaning that a minor alteration at the outset of
the repetitions produces a configuration markedly different
from the anticipated waveforms [12]. This renders them
unpredictable in the long term if the design factors, such as
initial circumstances, sample size, and numerical approach, are
not precisely known [13].

The rest of this paper can be summarized as follows: Section
Il displays the related works. Section Il explains the
background of the polar code. Section IV describes the
proposed approach. Section V discusses and analyzes the
results. Section VI summarizes the conclusion of this work.

Il. RELATED RESEARCH

The safeguarding of data against loss during transmission
has garnered significant interest from researchers; for example,
in [14], Banerjee and Jana introduced a steganography
framework utilizing Reed Solomon (RS) codes, which are a
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form of non-binary cyclic maximum distance separable codes.
Linear interpolation is employed to add two additional pixels
to a block of five pixels, hence preserving the encoding
polynomial when divided by the generating polynomial. In
[15], Lu et al. introduced a robust JPEG steganography
technique by utilizing an autoencoder in combination with
adaptive Bose-Chaudhuri-Hocquenghem encoding (BCH). In
[16], Wang et al. proposed a steganography technique that
employs Hamming coding and least significant bit (LSB)
substitution. Considering that the sharp sections of the image
might undergo more modifications than the smooth areas, a
greater volume of concealed messages is embedded in the edge
regions, but a negligible amount of information is present in the
smooth regions. In [17], Ying et al. enhanced the Syndrome-
Trellis Code (STC) coding procedure to develop a
steganography technique. This approach modifies the average
embedding alteration probability of interconnected elements by
modifying submatrices. In [18], Hao et al. Introduced image
steganography transmission based on polar code over a fading
channel. Quadrature Phase Shift Keying (QPSK) modulation is
used in the work. In [19], Alharbi suggested a steganography
approach over the AWGN channel based on a convolutional
encoder. The Discrete Cosine Transform (DCT) is used to
embed the secret message bits. In [20], Li et al. presented an
improved near-optimal steganographic coding approach
utilizing polar codes and the Successive Cancellation List
(SCL) decoding algorithm to reduce additive distortion in
steganography, where, the proposed Steganographic selects the
parity-check matrix by utilizing the embedding payload as the
initial value of Arikan's heuristic and calculates the decoding
channel metric based on the optimal modification probability
of the minimal distortion model. In [21], Yao et al. suggested a
robust design of steganography based on coding of nested polar
system over the Binary System Channel (BSC). In [22], Guan
et al. presented a steganography design based on Non-Binary
Polar Codes (NBPC). The system executes multi-stages of
steganography, which is characterized by avoiding the
allocation insert redundant problem.

Previous studies have aimed to protect secret data during
wireless transmission. However, most prior works have a
complex structure of error correction techniques, so these
approaches are not suitable for transmitted applications. On the
other hand, the previous works fail to consider the influence of
fading on traditional modulation. Moreover, the previous
research didn’t incorporate the secure image of steganography
with a reliable channel coding system based on spread spectrum
techniques to protect the secret image from attackers and the
fading effect.

This paper introduced a novel steganography approach based
on polar code to improve reliable data transmission over
wireless channels. It incorporates the secure image of
steganography with a reliable channel coding system based on
spread spectrum techniques to protect the secret image from
attackers and the fading effect, where the traditional
modulation was replaced with DCSK modulation. Moreover,
this modulation isn’t needed for synchronization between the
sender and receiver sides.

I11. POLAR CODING PROCEDURE

Polar codes are a kind of capacity-achieving code introduced
by Arikan in 2009 [23]. This code has gained popularity in
academia and industry during the past decade, where it is being
used as channel coding for uplink and downlink control
information in the 3GPP's 5th generation wireless systems (5G)
standardization process for enhanced mobile broadband
(eMBB) communication services [24]. Polar code works based
on the polarization principle, which operates by transforming
channels into either reliable (approximately error-free) or
entirely unreliable (frozen bits) channels [25]. The
Bhattacharyya measure and mutual information chain rule
facilitate the evaluation of a polarized channel's reliability and
examine the temporal enhancement of polar codes [26].
Furthermore, this FEC coding of the polar code is a
concatenated design because it applies the Cyclic Redundancy
Check (CRC) to improve the efficiency of error correction.
Equation (1) describes the mathematical model of the NR-polar
codeword.

—yM~®m
C=x"6n &)

Let’s xM = (x1,x2, ..., xM) represent the data sequence and
m Kronecker power of G,, where G acts as the kernel matrix,
which is described in equation (2) based on Gg. Moreover, the
encoder's hardware design is shown in Fig. 1, where C is a data
channel [27].
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Fig. 1. The construction of a polar encoder for codeword length 8.
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In the receiver, there are two types of decoders in polar
codes: Successive Cancellation (SC) and Successive
Cancellation List (SCL).

The SC decoder employs a "successive cancellation" method
to iteratively estimate the bit values. Utilizing the incoming
signal and the decoder's previous estimations of the other bits,
it assesses the likelihood that each bit is either a 1 or a 0 [28].
This decoder generates an estimated value of %! at the receiver
using the log-likelihood ratio (LLR), which can be derived
from the following equations:

: : i =10
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where ¢ (y1 ,%i=1)y) is the probability of noise that y is 0 or 1.
The decision is
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Here, hi denotes the decision functions transmitted to all
subsequent decision elements (DEs). The LR computation
derived from recursive formulas is presented as follows:
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The SC decoder can be represented as a code tree to achieve
low complexity. However, the decoding path obtained by the
SC decoder may not be the most efficient [29]. On the other
hand, the second type of polar decoding is called Successive
Cancellation List (SCL). Using SCL significantly boosts the
error-correction ability of SC for medium code lengths,
particularly when paired with a CRC [30]. The aforementioned
technique has served as a primary reference in evaluating error-
correction performance within the realm of 5G technology [31].
The SCL decoder bifurcates the decoding pathway into two
routes during the decoding of an information bit. As each
division doubles the quantity of pathways to be evaluated, it is
necessary to prune them, with the maximum permissible
number of paths being the designated list size L [32].

IV. PROPOSED APPROACH

In this section, the proposed approach will be described, as
shown in Fig. 2. In this work, the image stego design based on
the NR-DCSK communication system is introduced. Both the
cover and secret image convert to stream bits; after that, the
embedding operation is applied using 1-LSB, where the LSB is
the simplest method of inserting secret bits without influence
on frame quality. The last bit in each pixel is replaced by stream
bits of the secret image, as shown in Fig. 3 for the embedding
operation.

After that, image steganography uses the NR polar code to
transmit secret data over a wireless channel. This coding
represents a concatenated multistage approach to error
correction, where a CRC is appended to the vector data. The
interleaving stage then begins with polarizing, which involves
partitioning the polar code channels into high and low
reliability. The reliable channels transmit data, while frozen
bits assign fixed values to unreliable data. In this study, DCSK
is used instead of regular modulation, which uses chaotic
signals instead of sinusoidal carriers. This modulation offers a
wide spectrum range due to chaotic features based on SF,
allowing a link between the transmitter and receiver without the
necessity for a synchronous connection. Fig. 4 depicts the
transmitter and receiver blocks of the DCSK system. In this
study, the chaos signal generated by the logistic map, which is
a one-dimensional chaotic discrete map model frequently
employed because it has a simple structure. On the other hand,
the duration of DCSK symbols is partitioned into two equal
time intervals; during the first interval, the reference chaotic
sequence is communicated, while the identical or inverted
version of the reference sequence is conveyed in the second
interval, respectively. The DCSK modulation represents each
bit using two equal-length chaotic segments.

The DCSK transmitter signal S; xpcsk for the initial input
data is defined by equation (13):

k=1..2.
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Fig. 2. General scheme for stego transmission system based on NR-DCSK.

Here, 28 denotes the spreading factor, x; denotes the it"
transmitted bit, x; €(0,1), and a;x represent the k™ chaotic chip.
At the receiver, the correlator's output Z; is represented as:

2p

3 (14)
k=pg+1

Zi= YikYik+p

where decoding transmitted bits involve correlating the
received sequence y; , with its delayed version y; ;.. .

In this situation, where rk represents the received sequence, the
polar decoder directly associates the correlator's output, thereby
obviating the necessity to convey the decision variable via
thresholding [33].

The AWGN channel, which incorporates Gaussian noise to
simulate genuine wireless communication, will convey these
frames. On the other hand, a more realistic scenario for
wireless communications involves many pathways between
transmitters and receivers. These pathways may be direct or
produced by reflection, diffraction, and scattering. The
collected signal represents a vector of multiple delayed signals,
each characterized by distinct frequency, amplitude, and delay.
The Rayleigh fading channel model is the most frequently
employed for restricted bandwidth transmission across mobile
and wireless channels, where all the frequency parts of the
signal are weakened by the same amount when the flat fading
channel is used. The received signal is obtained by transmitting
the signal across a multipath Rayleigh fading channel and
adding an AWGN signal y(t) € A0, Nd?2), which can be
described as:

+6) (15)

z
Yik_DCSK =2p_1 %Si,k_rg
where 1 denotes the total number of pathways, while z, and 2,
represent the 2 delay and coefficient of the channel,
respectively. The symbol ¢, denotes the broadband AWGN

wave characterized by a mean value of zero and a power
spectral density of No/2. Random variables characterized by
distinct Rayleigh probabilities are formulated to constitute the
channel parameters 3, [34].

In the receiver, DCSK demodulation extracts the transmitted
bits by correlating the received signal. The modulation block in
this system transmits the reference chaotic signal during the
initial segment of each symbol duration. In the latter segment
of the symbolic time frame, the chaotic signal is either
replicated or altered, depending on whether the data bit is one
or zero.

Following this, LLR utilizes the SCL decoding algorithm
with a list size (L) of 8 to retrieve the secret bits from the stego
cover. The SCL decoder bifurcates the decoding pathway into
two routes during the decoding of an information bit. As each
division doubles the quantity of pathways to be evaluated, it is
necessary to prune them, with the maximum permissible
number of paths being the designated list size L.

V. RESULTS & DISCUSSION

This section discusses the design's performance evaluation
by examining the results obtained from its execution in
MATLAB R2021b. Barbara, Cameraman, and Lena are the
basic grayscale images utilized to illustrate the system results.
Each is in PNG format with a resolution of 256x256 pixels in
steganography. Conversely, medical, eye, and flower JPGs
with a resolution of 128x64 are utilized as concealed images.
Several factors can measure the effectiveness of image
transmission over a channel, such as the Peak Signal to Noise
Ratio (PSNR), Mean Squared Error (MSE), Entropy,
Normalized Cross Correlation (NCC), and Bit Error Rate
(BER). The MSE and PSNR are important metrics for
evaluating the quality of image frames, where the MSE is the
average of the squared errors of the differences between the
original and extracted frames, while the PSNR is the signal
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quality difference at the receiver. These parameters can be
properly represented in the following equations:

MSE = —— S, i p(if) =P () (16)

MAX 2

PSNR =10xlog; g—c = 17

Let p represent the original frame and p° denote the
steganography frame. Variables w and h denote the frame's
width and height, respectively, while MAX signifies that the
maximum pixel value is 255 [35]. On the other hand, NCC
represents a tool that quantifies the degree of convergence
between the original frame and its extracted counterpart at the
receiver, providing a direct assessment of the proposed
algorithm's efficacy. The most efficient algorithms generate
images with correlation ratios closer to unity, where Equation
(18) provides the description for the NCC mathematical model:
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where ¢ and ¢ act as the image before and after image
transmission [36]. Likewise, Information entropy is a critical
security factor. It evaluates the randomness of the receiver's
frame, targeting an optimal entropy value of 8. The parameter
is delineated in Equation (19):

n
E(s)=— le(ci) logy P(ci)
1 =

(19)

Let s represent the collection of symbols, P(ci) denotes the
probability, and n indicates the number of symbols [37]. Figs.
5 and 6 show the received stego and extracted images with
coded and uncoded designs for SNR (10, 14, 18, and 24),
respectively, where the NR-DCSK design improves the
resistance against Rayleigh fading and noise over the AWGN
channel. Table | denotes the results of the cover and secret
extracted images with various parameters of different images.
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TABLE |
MEASUREMENTS OF EXTRACTED AND STEGO OVER AN AWGN AND RAYLEIGH CHANNEL AT DIFFERENT SNRS.
Standard SNR(dB) Cover image metrics Secret image metrics
Images MSE PSNR NCC Entropy | MSE PSNR NCC Entropy
10 1081.5 10.8809 | 0.22725 78902 | 1562.144 | 11.8635 | 0.2114 7.8624
E;gbara & 14 5749109 | 17.2279 | 0.238 7.7619 3295501 | 20.3995 0.6766 7.6019
18 75.7990 275315 | 0.95112 7.3565 46391 29.9332 | 0.9255 7.2630
24 0.9254 40.6608 | 0.9823 7.2895 0.1566 57.3219 | 0.9928 7.2036
Cameraman 10 995.78 10.9029 | 0.24619 7.7833 1625441 | 12.4960 | 0.2328 7.9277
& Medical 14 877.1103 | 19.2192 | 058842 7.6733 5512276 | 22.9533 | 0.6859 7.6368
18 69.9979 30.4733 | 0.9877 7.2177 2.9857 29.0662 | 0.9670 7.3323
24 1.3960 429243 | 0.9974 7.2060 0.0954 50.2482 | 0.9484 7.2047
Lena & 10 12935 11.7693 | 0.2372 7.6911 1596.8 14.8823 | 0.2938 7.9041
Flower 14 6235913 | 10.1876 | 0.62099 7.4284 365.8491 | 21,4389 | 0.7644 7.5220
18 70.3227 29.0140 | 0.95397 7.2996 3.5511 313921 | 0.9729 7.3662
24 1.2031 449762 | 0.9933 7.2798 0.0863 542791 | 0.9217 7.2583

R

Fig. 5. Received stego and extracted images without NR-DCSK design.
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Finally, BER is an essential measure in digital
communication systems, assessing the ratio of erroneously
received bits to the total bits transmitted across the channel.
Several factors can contribute to the error rates encountered
during the transmission of frames over wireless channels.
These factors include interference, attenuation, multipath
propagation, and malicious actors. This study utilizes the NR-
Polar Code based on the DCSK method to enhance the BER
and improve the security of transmitted frames. Fig. 7
illustrates the performance of the BER design with varying SF
over the AWGN channel at (43/180) of the Code Word (CW).
It shows that the gain of this design reaches 8 dB at 32 SF over
the AWGN channel, where the gain indicates the improvement
in SNR between the BER performance with our design and
without it. This shows that the Polar Code based on DCSK
(PCDCSK) exceeds other techniques, where the broad
bandwidth protects the secret data from loss due to the wireless
channel’s effectiveness. Additionally, Fig. 8 depicts the BER
across various CWs at 32 SF, demonstrating that a higher code

Fig. 6. Received stego and extracted images with NR-DCSK design.

rate results in improved performance compared to other code
rates. On the other hand, Fig. 9 represents the combined effect
of Rayleigh fading and AWGN channel on the received stego
images, where the gain of the BER reaches approximately 4 dB.
Rayleigh fading is one of wireless fading through receiving the
signal by multipaths due to various factors such as reflection,
diffraction, and scattering over communication channels,
which leads to delay and attenuation of the signal as well as loss
of transmitted information. The power gains and time delays of
the three-path fading channels are established as (a1 = a2 = a3
= 1/3) and (t1 =0, T2 =1, 13 =2), respectively.

Fig. 10 shows the BER with different CWs of the stego
received image over the effect of fading. Finally, Fig. 11
demonstrates that the PSNR of this design is better than other
designs without coding with different SFs, where it reached
80.2750 dB at 26 dB SNR with a 32 SF. Fig. 12 compares the
BER performance of our proposal and the OFDM design [38]
over AWGN and Rayleigh channels. The simulation results
demonstrated that the PCDCSK, which used hybrid techniques
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of DCSK and NR-polar code, performed better than other
outcomes; hence, our design provides a gain of approximately 10°

15 dB in BER performance over multipath fading compared to
the OFDM-based steganography design. Additionally, our
proposal provided a 5 dB improvement over the AWGN 10" F
channel compared to the OFDM design.
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V1. CONCLUSION

In this work, an efficient design of image steganography is
introduced based on the NR-Polar code, which is characterized
by low complexity and efficient performance. In this design,
traditional modulation is replaced with DCSK, which is
immune to fading and intruders. The secret image is inserted
into the stego image using the LSB embedding operation; after
that, the NR-PCDCSK is applied, where this design is
transmitted over AWGN and Rayleigh fading channels. At the
receiver, the SCL decoder is implemented to extract the cover
image with effective error correction. The test evaluations have
proven that this design exceeds others, where the PSNR reaches
an efficient value of 26 dB SNR. Furthermore, the BER shows
a 4 dB gain over the multipath fading channel. This work
incorporates the secure image of steganography with a reliable
channel coding system based on spread spectrum techniques to
protect the secret image from attackers and the fading effect. In
the future, we intend to develop this work by testing the
suggested design over real communication channels, such as
video streaming. Moreover, a comprehensive analysis based on
machine learning against different attacks will be executed.
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